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Module Catalog: General Information and Notes to the Reader

What is the module catalog?

One of the central components of the Bologna Process consists in the modularization of university
curricula, that is, the transition of universities away from earlier seminar/lecture systems to

a modular system in which thematically-related courses are bundled together into blocks, or
modules.

This module catalog contains descriptions of all modules offered in the course of study.

Serving the goal of transparency in higher education, it provides students, potential students and
other internal and external parties with information on the content of individual modules, the goals
of academic qualification targeted in each module, as well as their qualitative and quantitative
requirements.

Notes to the reader:

Updated Information

An updated module catalog reflecting the current status of module contents and requirements is
published every semester. The date on which the module catalog was generated in TUMonline is
printed in the footer.

Non-binding Information

Module descriptions serve to increase transparency and improve student orientation with respect
to course offerings. They are not legally-binding. Individual modifications of described contents
may occur in praxis.

Legally-binding information on all questions concerning the study program and examinations

can be found in the subject-specific academic and examination regulations (FPSO) of individual
programs, as well as in the general academic and examination regulations of TUM (APSO).

Elective modules
Please note that generally not all elective modules offered within the study program are listed in the
module catalog.

Module Catalog of the study program M.Sc. Information Engineering 2 of 529
Generated on 18.08.2025



Index of module handbook descriptions (SPO tree)
Alphabetical index can be found on page 519

[20241] Information Engineering | Information Engineering

Master’s Thesis | Master’s Thesis
[CITHN3001] Master’s Thesis | Master’s Thesis

Master Practical Course | Master-Praktikum
[CITHN7101] Advanced Practical Course | Master-Praktikum

Master Seminar | Master-Seminar
[CITHN7501] Master Seminar Information Engineering | Master Seminar
Information Engineering

Fundamentals in Information Engineering | Pflichtmodule Information

Engineering
[CITHN3002] Machine Learning | Machine Learning
[CITHN3003] Advanced Topics of Software Engineering | Advanced Topics
of Software Engineering

Electives in Information Engineering | Wahimodule Information Engineering
[CITHN2001] Advanced Software Testing and Analysis | Advanced
Software Testing and Analysis [ASTA]
[CITHN2002] Network Coding | Network Coding [NC]
[CITHN2003] Parallel Computing | Parallel Computing
[CITHN2004] Process Mining | Process Mining
[CITHN2006] Numerical Linear Algebra for Computational Science and
Information Engineering | Numerical Linear Algebra for Computational
Science and Information Engineering
[CITHN2007] Advanced Algorithms | Advanced Algorithms
[CITHN2008] Data Visualization | Data Visualization
[CITHN2009] Knowledge Graphs | Knowledge Graphs
[CITHN2010] Cryptography | Cryptography
[CITHN2011] Research Software Engineering | Research Software
Engineering
[CITHN2012] Introduction to C++ | Introduction to C++
[CITHN2013] Process Mining Project | Process Mining Project
[CITHN2014] Foundations and Application of Generative Al | Foundations
and Application of Generative Al
[CITHN4012] Guided Research | Guided Research
[CITHN4013] Introduction to Natural Language Processing | Introduction
to Natural Language Processing
[CITHN4014] Empirical Methods for Software Engineering | Empirical
Methods for Software Engineering
[CITHN4015] GPU Computing | GPU Computing [GPUC]
[CITHN4017] Computational Geometry | Computational Geometry
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[CITHN4018] Mathematical Foundation of Cryptography | Mathematical
Foundation of Cryptography [MATHEMATICAL FOUNDATIONS OF
CRYPTOGRAPHY]

[CITHN4019] Games on Graphs | Games on Graphs [Games on Graphs]
Electives in Management & Economics | Wahimodule
Wirtschaftswissenschaften

[MGTHNO0095] Social Media Marketing | Social Media Marketing

[MGTHNO0097] CEO Leadership Series | CEO Leadership Series

[MGTHNO130] CEO Strategy Series | CEO Strategy Series

[MGTHNO0182] Game Theory | Game Theory

[WIHNO0012] Digital Finance | Digital Finance [DF]

[WIHNO0018] Economics and Management of Platforms | Economics and

Management of Platforms

[WIHNO0019] Inventory Management | Inventory Management

[WIHN0022] Advanced Seminar Operations & Supply Chain

Management: Operations Management | Advanced Seminar Operations &

Supply Chain Management: Operations Management
Electives Ethics in Information Engineering | Wahimodule Ethics in
Information Engineering

[CITHN4016] Ethics of Al | Ethics of Al

[INHNO0030] Ethics for Nerds | Ethik fur Nerds

[MGTHNO158] Digital Responsibility for Information Engineering | Digital

Responsibility for Information Engineering
Electives in General Studies | Wahimodule Uberfachliche Grundlagen
[CITHN50001] Intercultural Jumpstart Seminar | Intercultural Jumpstart
Seminar
[CITHN50002] Buddy Program Campus Heilbronn | Buddy Programm
Campus Heilbronn
[CITHN50004] Design Thinking (English) | Design Thinking (English)
[CITHN50005] Basics Sustainability | Basics Sustainability
[CITHN50007] Ethical and Moral Aspects of Corporate Management |
Ethical and Moral Aspects of Corporate Management
Elective Language Courses | Sprachkurse
[SZ0001_Heilbronn24] Courses offered by TUM Language Center |
Angebote des TUM Sprachenzentrums
[SZ0003-01] Arabic | Arabisch

[SZ0118] Arabic A1.1 | Arabisch A1.1

[SZ0119] Arabic A1.2 | Arabisch A1.2

[SZ0120] Arabic A2.1 | Arabisch A2.1

[SZ0121] Arabic A2.2 | Arabisch A2.2

[SZ0003-02] Chinese | Chinesisch
[SZ0209] Chinese A1.1 | Chinesisch A1.1
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[SZ0210] Chinese A1.2 | Chinesisch A1.2 129 - 130

[SZ0211] Chinese A2.1 | Chinesisch A2.1 131-132

[SZ0212] Chinese A2.2 | Chinesisch A2.2 133-134

[SZ0213] Chinese B1.1 | Chinesisch B1.1 135-136

[SZ0214] Chinese B1.2 | Chinesisch B1.2 137 -138

[SZ20217] Chinese B2.1 | Chinesisch B2.1 139 - 140

[SZ20218] Chinese - Business Chinese 1 | Chinesisch - 141 - 142

Wirtschaftschinesisch 1

[SZ20219] Chinese A2.1 - Communication at Work | Chinesisch A2.1 - 143 - 144

Kommunikation am Arbeitsplatz

[SZ0220] Chinese B2.1 - Chinese in Science | Chinesisch B2.1 - 145 - 146

Wissenschaftliches Chinesisch

[SZ0221] Chinese A2.2 - Communication at Work | Chinesisch A2.2 - 147 - 149

Kommunikation am Arbeitsplatz

[SZ0003-05] French | Franzésisch 150

[SZ0501] French A1.1 | Franzosisch A1.1 150 - 152

[SZ0502] French A1.2 | Franzdsisch A1.2 153 - 154

[SZ0503] French A2.1 | Franzosisch A2.1 155 - 157

[SZ0504] French A2.2 | Franzdsisch A2.2 158 - 159

[SZ0505] French B1.1 | Franzosisch B1.1 160 - 161

[SZ05061] French B1.2 | Franzdsisch B1.2 162 - 163

[SZ0507] French B2 - French for the profession | Franzdsisch B2 - Le 164 - 165

francgais pour la profession

[SZ0511] French B2/C1 - France currently | Franzdsisch B2/C1 - La 166 - 167

France actuelle

[SZ0512] French B1/B2 - Conversation Course: French Society | 168 - 169

Franzdsisch B1/B2 - Cours de conversation: La société francaise

[SZ0514] French B2 - Communication Course | Franzésisch B2 - 170-172

Cours de conversation

[SZ0515] French C1 - Upper Conversation Course | Franzosisch C1 - 173 -175

Cours de conversation supérieure

[SZ0517] French B2 - Preparation Course for University Exchange | 176 - 177

Franzésisch B2 - Cours de préparation a un échange universitaire

[SZ0518] French B2 Technical French | Franzdsisch B2 Technisches 178 - 180

Franzsisch

[SZ20522] French A1.1 + A1.2 | Franzdsisch A1.1 + A1.2 181 - 182

[SZ0523] French C1 - French in Business | Franzdsisch C1 - Le 183 - 185

francais des affaires

[SZ20525] French-German-Tandem-TUM / INSA B1 | Franzdsisch- 186 - 187

Deutsch-Tandem-TUM / INSA B1

[SZ0526] French B1.1 + B1.2 | Franzdsisch B1.1 + B1.2 188 - 189

[SZ0527] French A2.1 + A2.2 | Franzdsisch A2.1 + A2.2 190 - 191
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[SZ0003-06] Italien | Italienisch 192

[SZ0601] Italian A1.1 + A1.2 - Intensive | Italienisch A1.1 + A1.2 - 192 - 193
Intensiv

[SZ0602] Italian A1.1 | Italienisch A1.1 194 - 195
[SZ0604] Italian C1 - Italian Communication: Language and 196 - 198

Conversation | Italienisch C1 - Comunicare in italiano: lingua e
conversazione

[SZ0605] Italian A1.2 | Italienisch A1.2 199 - 200
[SZ0606] Italian A2.1 | Italienisch A2.1 201 - 202
[SZ0607] Italian A2.1 + A2.2 - Intensive | Italienisch A2.1 + A2.2 - 203 - 204
Intensiv

[SZ0608] Italian A2.2 | Italienisch A2.2 205 - 206
[SZ206081] Italian A2.2/B1.1 for Medicines | Italienisch flr 207 - 208
Medizinstudierende A2.2/B1.1

[SZ0609] Italian B1.1 | Italienisch B1.1 209 - 210
[SZ06091] Italian B1.2 | Italienisch B1.2 211 -212
[SZ0616] Italian B2/ C1 - Communication in Italy: language and 213 -214

conversation | Italienisch B2/ C1 - Comunicare in italiano: lingua e
conversazione

[SZ0618] Italian B2.1 | Italienisch B2.1 215-216

[SZ0619] Italian B1/B2 - Modern Italian Society | Italienisch B1/B2 - La 217 - 218

societa italiana oggi

[SZ0620] Italian B2.2 | Italienisch B2.2 219 - 220

[SZ0623] Italian A1.2 + A2.1 - Intensive | Italienisch A1.2 + A2.1 - 221 - 222

Intensiv

[SZ0624] Italian A2.2 + B1.1 - Intensive | Italienisch A2.2 + B1.1 - 223 - 224

Intensiv

[SZ0630] Italian B1/B2 Conversation | Italienisch B1/B2 - Corso di 225 - 226

conversazione

[SZ0631] Italian B1.1 + B1.2 - intensive | Italienisch B1.1 + B1.2 - 227 - 228

intensiv

[SZ0632] Italian B1/B2 — Grammar Compact | ltalienisch B1/B2 — 229 -230

Grammatica compatta

[SZ0633] Italian B2.1 + B2.2 - intensive | Italienisch B2.1 + B2.2 - 231-232

Intensiv

[SZ0635] Italian C1.1 | Italienisch C1.1 233 -234

[SZ0003-07] Japanese | Japanisch 235

[SZ0705] Japanese A1.1 | Japanisch A1.1 235 -236

[SZ207052] Japanese A1.1 + A1.2 | Japanisch A1.1 + A1.2 237 - 238

[SZ0706] Japanese A1.2 | Japanisch A1.2 239 - 240

[SZ20707] Japanese A1.3 | Japanisch A1.3 241 - 242

[SZ0709] Japanese A1.4 | Japanisch A1.4 243 - 244
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[SZ0711] Japanese A2 Communication Course | Japanisch A2 245 - 246
Kommunikation

[SZ0716] Japanese A2.3 + A2.4 | Japanisch A2.3 + A2.4 247 - 248
[SZ0717] Japanese B1 Communication | Japanisch B1 Kommunikation 249 - 250
[SZ0718] Japanese A1.3 + A1.4 | Japanisch A1.3 + A1.4 251 - 252
[SZ0719] Japanese A2.1 + A2.2 | Japanisch A2.1 + A2.2 253 - 254
[SZ0720] Japanese B1.1 | Japanisch B1.1 255 - 256

[SZ0003-08] Portuguese | Portugiesisch 257
[SZ0801] Portuguese A1 | Portugiesisch A1 257 - 259
[SZ0806] Portuguese A2.1 | Portugiesisch A2.1 260 - 262
[SZ0807] Portuguese A2.2 | Portugiesisch A2.2 263 - 265
[SZ0808] Portuguese B1.2 | Portugiesisch B1.2 266 - 268
[SZ0809] Portuguese B1.1 | Portugiesisch B1.1 269 - 271
[SZ0815] Portuguese - Portuguese for Spanish speakers A1 + A2 | 272 - 274
Portugiesisch - Portugués para hispanofalantes A1 + A2
[SZ0816] Portuguese B2.1 | Portugiesisch B2.1 275 - 277
[SZ0817] Portuguese B2.2 | Portugiesisch B2.2 278 - 280
[SZ0818] Portuguese - Portuguese for Spanish Speakers A1 | 281 - 283
Portugiesisch - Portugués para hispanofalantes A1
[SZ0819] Portuguese - Portuguese for Spnish Speakers A2 | 284 - 286
Portugiesisch - Portugués para hispanofalantes A2
[SZ0820] Portuguese C1 - Communication Course | Portugiesisch C1 287 - 288
- comunicacao oral e escrita

[SZ0003-09] Russian | Russisch 289
[SZ0901] Russian A1.1 | Russisch A1.1 289 - 290
[SZ0902] Russian A1.2 | Russisch A1.2 291 -292
[SZ0903] Russian A2.1 | Russisch A2.1 293 - 294
[SZ0904] Russian A2.2 | Russisch A2.2 295 - 296
[SZ0905] Russian B1.1 | Russisch B1.1 297 - 298
[SZ0906] Russian B1.2 | Russisch B1.2 299 - 300
[SZ0907] Russian B2.1 | Russisch B2.1 301 - 302
[SZ0908] Russian - Introduction to Russian in Science B1 | Russisch 303 - 305
- EinfUhrung in die Wissenschaftssprache ab B1
[SZ0909] Russian as language of origin from B1 | Russisch als 306 - 308
Herkunftssprache ab B1
[SZ0910] Russian - Communication Course B1/B2 | Russisch - 309 - 310
Kommunikationskurs B1/B2
[SZ0911] Russian B1/B2 - Grammar | Russisch B1/B2 - Systematische 311-312
Grammatik

[SZ0003-10] Schwedish | Schwedisch 313
[SZ1001] Swedish A1 | Schwedisch A1 313-314
[SZ1002] Swedish A2 | Schwedisch A2 315-316
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[SZ1014] Swedish C1.1 | Schwedisch C1.1 317 - 318

[SZ0003-12] Spanish | Spanisch 319
[SZ1201] Spanish A1 | Spanisch A1 319 - 320
[SZ1202] Spanish A2.1 | Spanisch A2.1 321 -323
[SZ1203] Spanish A2.2 | Spanisch A2.2 324 - 326
[SZ12031] Spanish A2.1 + A2.2 | Spanisch A2.1 + A2.2 327 - 328
[SZ1207] Spanish A1 + A2.1 | Spanisch A1 + A2.1 329 - 331
[SZ1208] Spanish A1 - AVE (online) | Spanisch A1 - AVE (online) 332-333
[SZ1209] Spanish C1 - current issues in Spain and Latin America | 334 - 336
Spanisch C1 - La actualidad en Espafia y América Latina
[SZ1212] Spanish C1 - Spain and Latin America - Yesterday and 337 - 338
Today | Spanisch C1 - Espafia y América Latina ayer y hoy
[SZ1216] Spanish B1.2 | Spanisch B1.2 339 - 340
[SZ1217] Spanish B2.2 | Spanisch B2.2 341 - 343
[SZ1218] Spanish B1.1 | Spanisch B1.1 344 - 345
[SZ1219] Spanish B2.1 | Spanisch B2.1 346 - 347
[SZ1225] Spanish B1.1 + B1.2 | Spanisch B1.1 + B1.2 348 - 349
[SZ1227] Spanish C1.1 | Spanisch C1.1 350 - 351
[SZ1228] Spanish B2 - Spanish in Science and Technology | 352 - 353
Spanisch B2 - Espafiol para la Ciencia und Tecnologia
[SZ1229] Spanish B1 - Grammar Training | Spanisch B1 — Grammatik 354 - 355
Training-Curso practico de gramatica
[SZ1230] Spanish A2 - Grammar Training | Spanisch A2 - Grammatik 356 - 357
Training-Curso practico de gramatica
[SZ1231] Spanish A2 plus - Writing and Grammar Skills | Spanisch 358 - 359
A2 plus - Sicherheit in Wortschatz und Grammatik
[SZ1232] Spanish B2 plus - Preparation for C1 | Spanisch B2 plus - 360 - 361
Vorbereitung auf C1
[SZ1234] Spsnish C1.1 | Spanisch C1.1 - Mas alla de los limites 362 - 363

[SZ0003-13] Hebrew | Hebraisch 364
[SZ1304] Hebrew A1.1 | Hebraisch A1.1 364 - 365
[SZ1305] Hebrew A1.2 | Hebraisch A1.2 366 - 367
[SZ1306] Hebrew A2.1 | Hebraisch A2.1 368 - 369

[SZ0003-14] Turkish | Turkisch 370
[SZ1402] Turkish A2.1 | Turkisch A2.1 370 - 371
[SZ1403] Turkish A2.2 | Turkisch A2.2 372 -373
[SZ1404] Turkish A1.1 | Turkisch A1.1 374 - 375
[SZ1405] Turkish A1.2 | Turkisch A1.2 376 - 377
[SZ1408] Turkish - Communication A2 | Turkisch - Kommunikation A2 378 - 379

[SZ0003-15] Danish | Danisch 380
[SZ1501] Danish A1 | Danisch A1 380 - 381
[SZ1502] Danish A2 | Danisch A2 382 - 383
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[SZ1503] Danish B1 | Danisch B1 384 - 385

[SZ0003-16] Dutch | Niederlandisch 386
[SZ1601] Dutch A1 | Niederlandisch A1 386 - 387
[SZ1602] Dutch A2 | Niederlandisch A2 388 - 389
[SZ1606] Dutch B1 | Niederlandisch B1 390 - 391

[SZ0003-17] Norwegian | Norwegisch 392
[SZ1701] Norwegian A1 | Norwegisch A1 392 - 393
[SZ1702] Norwegian A2 | Norwegisch A2 394 - 395
[SZ1703] Norwegian B1 | Norwegisch B1 396 - 397
[SZ1704] Norwegian B2 | Norwegisch B2 398 - 399

[SZ0003-18] Korean | Koreanisch 400
[SZ1804] Korean A2.1 | Koreanisch A2.1 400 - 401
[SZ1805] Korean A2.2 | Koreanisch A2.2 402 - 403
[SZ1807] Korean B1.2 | Koreanisch B1.2 404 - 405
[SZ1808] Korean A1.1 | Koreanisch A1.1 406 - 407
[SZ1809] Korean A1.2 | Koreanisch A1.2 408 - 409
[SZ1810] Korean B1.1 | Koreanisch B1.1 410 - 411
[SZ1812] Korean B1.1 plus B1.2 - Preparation for TOPIK | Koreanisch 412 -413
B1.1 plus B1.2 - Vorbereitung auf die Sprachprifung TOPIK
[SZ1813] Korean B1.1 + B1.2 - Grammar | Koreanisch B1.1 + B1.2 - 414 - 415
Grammatik

[SZ0003-20] Catalan | Katalanisch 416
[SZ2001] Catalan A1 | Katalanisch A1 416 - 417

[SZ0003-03] TUM Language Center German as a Foreign Language | 418
TUM Sprachenzentrum Deutsch als Fremdsprache

[SZ0303] German as a Foreign Language A2.1 | Deutsch als 418 - 420

Fremdsprache A2.1

[SZ0304] German as a Foreign Language A2.2 | Deutsch als 421 -423

Fremdsprache A2.2

[SZ03041] Intensive Course German as a Foreign Language A2.2 | 424 - 425

Blockkurs Deutsch als Fremdsprache A2.2

[SZ0314] German as a Foreign Language B2+C1: Communication 426 - 428

at Work: German for Internship and Job | Deutsch als Fremdsprache
B2+C1: Kommunikation am Arbeitsplatz: Deutsch fiir Praktikum und Beruf

[SZ0321] German as a Foreign Language A1.1 plus A1.2 | Deutsch als 429 - 430
Fremdsprache A1.1 plus A1.2
[SZ0322] German as a Foreign Language A2.1 plus A2.2 | Deutsch als 431 -433
Fremdsprache A2.1 plus A2.2
[SZ0323] German as a Foreign Language B1.1 plus B1.2 | Deutsch als 434 - 436

Fremdsprache B1.1 plus B1.2
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[SZ0324] German for Bachelor's Students - Informatics: 437 - 438
Understanding and Writing Scientific Texts | Deutsch im

Bachelorstudium - Informatik: Wissenschaftliche Texte verstehen und

schreiben

[SZ0325] German for Master's Students C1: Electrical and Computer 439 - 440
Engineering (El) | Deutsch im Masterstudium C1: Elektrotechnik und

Informationstechnik (EI)

[SZ0328] German for Studying - Informatics: Writing, Presenting 441 - 442
and Discussing Scientific Texts | Deutsch im Studium - Informatik:

Schreiben, Prasentieren und Diskutieren im Fach

[SZ0330] German for Engineers B2 | Deutsch fur Ingenieur/innen B2 443 - 444
[SZ0331] German for Engineers C1 | Deutsch flr Ingenieur/innen C1 445 - 446
[SZ0332] German as a Foreign Language B2+C1 - Intercultural 447 - 448

Communication Skills - "Working as an Engineer in Germany" |
Deutsch als Fremdsprache B2+C1: Interkulturelle Kommunikation - Als
Ingenieurln in Deutschland arbeiten

[SZ0333] German as a Foreign Language B1 - Communikation 449 - 450
in Companies | Deutsch als Fremdsprache B1 - Kommunikation im

Unternehmen

[SZ0334] German as a Foreign Language A2.2 plus B1.1 | Deutsch als 451 - 452
Fremdsprache A2.2 plus B1.1

[SZ0335] German as a Foreign Language A1.2 + A2.1 | Deutsch als 453 - 454
Fremdsprache A1.2 + A2.1

[SZ0337] German as a Foreign Language A1.1 | Deutsch als 455 - 456
Fremdsprache A1.1

[SZ0338] German as a Foreign Language A1.2 | Deutsch als 457 - 459
Fremdsprache A1.2

[SZ0339] German as a Foreign Language B2.1 | Deutsch als 460 - 461
Fremdsprache B2.1

[SZ0340] German as a Foreign Language B2.2 | Deutsch als 462 - 463
Fremdsprache B2.2

[SZ0341] German as a Foreign Language C1.1 | Deutsch als 464 - 465
Fremdsprache C1.1

[SZ0343] German as a Foreign Language B2.2 - Communication 466 - 467
in Companies | Deutsch als Fremdsprache B2.2 - Kommunikation im

Unternehmen

[SZ0344] German as a Foreign Language B2.2: Controversial Topics 468 - 470

in Science and Society | Deutsch als Fremdsprache B2.2 - Kontrovers:

Was Wissenschaft und Gesellschaft bewegt

[SZ0345] German as a Foreign Language C1: Controversial Topics in 471 -472
Science and Society | Deutsch als Fremdsprache C1 - Kontrovers: Was

Wissenschaft und Gesellschaft bewegt
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[SZ0346] German as a Foreign Language C1.2: Communicating 473 - 475
Professionally in Science and Business | Deutsch als Fremdsprache

C1.2 - Professionell kommunizieren in Wissenschaft und Beruf

[SZ0347] German as a Foreign Language Training C1 - Writing 476 - 477
and Grammar Skills | Deutsch als Fremdsprache C1 - Sicherheit in

Wortschatz und Grammatik

[SZ0348] German as a Foreign Language A1.1: Dive into the grammar 478 - 479
and apply it in practice | Deutsch als Fremdsprache A1.1: Dive into the

grammar and apply it in practice

[SZ0349] German as a Foreign Language C1 - Communication 480 - 481
in Companies | Deutsch als Fremdsprache C1 - Kommunikation im

Unternehmen

[SZ0350] German as a Foreign Language B1.1 | Deutsch als 482 - 484
Fremdsprache B1.1

[SZ0351] German as a Foreign Language B1.2 | Deutsch als 485 - 487
Fremdsprache B1.2

[SZ0354] German as a Foreign Language B1 - Get for B2 | Deutsch als 488 - 489
Fremdsprache B1 Briickenkurs - Werden Sie fit fir die B2

[SZ0355] German as a Foreign Language B2 - Grammar compact | 490 - 491
Deutsch als Fremdsprache B2 - Grammatik Kompakt

[SZ0356] German as a Foreign Language B2.1 - Start at Companies | 492 - 493
Deutsch als Fremdsprache B2.1 - Einstieg ins Unternehmen

[SZ0357] German as a Foreign Language B1.1 - Start at Companies | 494 - 495
Deutsch als Fremdsprache B1.1 - Einstieg ins Unternehmen

[SZ0357] German as a Foreign Language B1.1 - Start at Companies | 496 - 497
Deutsch als Fremdsprache B1.1 - Einstieg ins Unternehmen

[SZ0359] German as a Foreign Language B2.2 - Start at Companies | 498 - 499
Deutsch als Fremdsprache B2.2 - Einstieg ins Unternehmen

[SZ0360] German as aForeign Language B1 — Crossover German: 500 - 501

Communication at University and in daily Life | Deutsch als

Fremdsprache B1 — Crossover German: Kommunikation an der Uni und im

offentlichen Leben

[SZ0361] Projekt Weeks: German as a Foreign Language B2.2 - 502 - 504
Sustainability using the example of a national park | Projektwochen:

Deutsch als Fremdsprache B2.2 - Nachhaltigkeit am Beispiel eines

Nationalparks

[SZ0362] German as a Foreign Language B1.1 - Communication 505 - 506
in everyday life and internships | Deutsch als Fremdsprache B1.1 -

Kommunikation im Alltag und Praktikum

[SZ0363] German as a Foreign Language C1.2 - Quickly grasping 507 - 508
and commenting on complex texts | Deutsch als Fremdsprache C1.2 -

Komplexe Texte schnell erfassen und kommentieren
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[SZ0364] German as a Foreign Language B2.1 with Grammar |
Deutsch als Fremdsprache B2.1 mit Grammatik

[SZ0365] German as a Foreign Language B2.2 with an integrated
project on different topics of sustainability | Deutsch als Fremdsprache
B2.2 mit integriertem Projekt zu verschiedenen Aspekten der
Nachhaltigkeit

[SZ0366] German as a Foreign Language B1.2 plus | Deutsch als
Fremdsprache B1.2 plus

[SZ0367] German for Master’s Students C1: Civil and
Environmental Engineering | Deutsch im Masterstudium C1: Bau- und
Umweltingenieurwesen
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CITHN3001: Master’s Thesis | Master’s Thesis

Master’s Thesis | Master’s Thesis

Module Description

CITHN3001: Master’s Thesis | Master’s Thesis

Version of module description: Giltig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
30 900 900 0

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Type of Assessment: Research Paper

The Master's Thesis is a scientific elaboration within a time period of at most six months. The
students work on specific complex research questions in Information Engineering and develope
solutions of their own by applying the scientific background acquired during their studies. By
means of a written exposition the students explain the chosen approach and demonstrate their
ability to precisely analyze the proposed method and to put it into the scientific context. The written
thesis is accompanied by a 20 - 30 minute oral presentation in order to demonstrate the ability to
communicate found solutions and scientific content in a clear way. The presentation is not part of
the grading. The research paper should be between 50 and 100 pages.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None

Content:

Under guidance students familiarize themselves with an area in Information Engineering. They
obtain a problem in that area which is still quite general, i.e. not yet specified concretely. They have
to investigate and evaluate different approaches to solve the problem, and then decide for one
path which is then to be executed. The accompanying elaboration summarizes the main aspects
of the subject area, discusses the different ways to solve the problem, justifies the decision made,
and describes the elaborated solution.
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CITHN3001: Master’s Thesis | Master’s Thesis

This module is offered by all chairs. The chairs (professors) choose suitable topics from their
subject area that are related to information engineering, usually a sub-aspect of one of their
research projects. They support the students in the acquisition of the scientific skills to investigate
broadly an aspect of a subject area and based on that to answer a limited yet general problem in
the corresponding area with the use of scientific methods.

Intended Learning Outcomes:

After the elaboration of the master's thesis the graduates know how to rapidly become acquainted
with a specific and complex subject area in Information Engineering. They have the ability, based
on a concrete scientific problem, to identify all important aspects of those parts in Information
Engineering which are necessary for finding a solution. They are able to develop a solution on their
own based on the scientific background acquired during their studies in Information Engineering,
and to analyze and evaluate it precisely. Furthermore they are able to write a professional
documentation and description of the developed solution as well as to present their results to a
scientific audience.

Teaching and Learning Methods:
Independent work supported by continuous meetings of the student with the supervisor;

presentation of the results at least after termination, often also in between

Media:
Current literature, presentations

Reading List:
To be researched independently according to the scope of work

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN7101: Advanced Practical Course | Master-Praktikum

Master Practical Course | Master-Praktikum

Module Description

CITHN7101: Advanced Practical Course | Master-Praktikum

Version of module description: Giltig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
10 300 210 90

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
Type of Assessment: project work (10-20 pages) + code

Different phases of a software project (especially definition, design, development, implementation,
documentation, testing) along a specific application in an advanced area of expertise are worked
on by the participants in teams of up to 5 students. Single teams may work only on a subset of all
the phases. Current state of the art application specific methods and systems are applied. The
obtained results are documented in written form. The contribution of each individual student must
be clearly recognizable and assessable. Only the written portions will be included in the final grade.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Basic knowledge of the specific subject area may be necessary (elective course)

Content:

- Implementation of a software application or subapplication in teams

- Application specific methods and systems according to the current state of the art

- Techniques for documentation of results or intermediate results in application development
This module is offered by different chairs of informatics, so that the technical and methodological
content in the module varies depending on the problem and software project. Topics may

come from the following areas of informatics, among others: databases, compiler construction,
information systems, networks, groupware, graphics, robotics, image processing.
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CITHN7101: Advanced Practical Course | Master-Praktikum

Intended Learning Outcomes:

Participants command the development of an application in an advanced area of expertise,

coming from the area of the respective chair (e.g., data bases, information systems, networks,
group ware, graphics, robotics, image processing) using a methodologically clean approach.
Participants command the development of an application in an advanced area of expertise, coming
from the area of the respective chair (e.g., data bases, information systems, networks, group

ware, graphics, robotics, image processing) using a methodologically clean and solution-oriented
approach. They are able to use application specific methods and systems that meet the current
state of the technology and research. In teams they work in a goal oriented way. The participants
have the competence to document their approach and the results.

Teaching and Learning Methods:

The participants apply rigorous software engineering in an advanced project in small teams of up
to 5 students according to a specificattion and with tight schedule (design, implementation, testing).
The individual phases of system building are to be documented.

Media:
Beamer, slides, whitebord, platform for collaborative work, software development environment,
application specific tools

Reading List:
To be announced by the lecturers, domain specific

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

Advanced Practical Course (CITHN7101, INHN4550) Building an Advanced BPM Research App
(Praktikum, 6 SWS)

Andree K, Bein L, Pufahl L

For further information in this module, please click campus.tum.de or here.
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CITHN7501: Master Seminar Information Engineering | Master Seminar Information Engineering

Master Seminar | Master-Seminar

Module Description

CITHN7501: Master Seminar Information Engineering | Master Seminar
Information Engineering

Version of module description: Giltig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 120 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
Type of examination: Scientific paper (consisting of a written part (7-14 pages), as well as a
presentation with discussion (30-60 minutes), weighting: 50/50)

Before the start of the seminar (usually at the end of the previous semester), all participants will
be given a challenging scientific topic on which they will prepare a written paper using scientific
literature they have researched themselves. The results of the individual papers are presented

to the other participants of the seminar in a presentation and supported by visual media such as
beamers or slides. The presentation also includes the extent to which the students can respond to
questions, suggestions and discussion points about their own work and presentation and critically
reflect on results. The extent to which they participate in the scientific discussion on the work and
presentations of the other participants is also evaluated.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Basic knowledge of the specific subject area may be necessary (elective course).

Content:

Teaching of the following competencies:

- Independent assessment of a scientifically demanding theme
- Dealing with scientific literature

- Preparation of a seminar paper with an overview of sources

- Presentation and discussion of scientific results
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CITHN7501: Master Seminar Information Engineering | Master Seminar Information Engineering

The chairs (professors) choose suitable topics from their subject area that are related to
information engineering, usually a sub-aspect of one of their research projects. They support the
students in learning the technical and scientific skills. Topics may come from the following areas
of information engineering, among others: databases, compiler construction, information systems,
networks, groupware, graphics, robotics, image processing.

Intended Learning Outcomes:

After completing the module the participants possess the necessary methodological skills

to familiarize themselves with a challenging scientific topic in information engineering, to
independently prepare a scientific seminar paper, to present it and to analyze and comparatively
evaluate the results. They are proficient in working with scientific literature (researching,
evaluating, citing) and can present essential aspects of their topic in an elaboration and in a
presentation.

Teaching and Learning Methods:

Participants independently assess a demanding scientific topic, prepare a presentation and
discuss their findings.

The accompanying seminar paper summarizes the main concepts of the subject and provides an
overview over related work.

Media:
Beamer, slides, whiteboard, report, possibly tool presentation and/or animations

Reading List:
The scientific literature and scientific publications in the respective area used in the module vary
depending on the area and are announced at the beginning of the module.

TUM guidelines for good scientific practice:
https://www.gs.tum.de/en/gs/during-the-doctorate/good-scientific-practice/

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
MSc Seminar High-Performance Computing (CITHN7501, INHN4501) (Seminar, 2 SWS)
Anzt H [L], Anzt H

Campus Heilbronn Master Seminar: Concepts and Applications in NLP (CITHN7501, INHN4502)
(Hauptseminar, 2 SWS)
Di Marco M

Module Catalog of the study program M.Sc. Information Engineering 18 of 529
Generated on 18.08.2025



CITHN7501: Master Seminar Information Engineering | Master Seminar Information Engineering

Generative Models on Text (CITHN7501, INHN4504) (Seminar, 2 SWS)
Fraser A [L], Di Marco M, Fraser A

Masterseminar Al-Augmented BPM (CITHN7501, INHN4500) (Seminar, 2 SWS)
Khraiwesh S

Master Seminar Gamified Information Systems (CITHN7501, INHN4503) (Seminar, 2 SWS)
Krohmann S, Hu S, Schmidt-Kraepelin M, Fantino E
For further information in this module, please click campus.tum.de or here.

Module Catalog of the study program M.Sc. Information Engineering 19 of 529
Generated on 18.08.2025


campus.tum.de
https://campus.tum.de/tumonline/WBMODHB.wbShowMHBReadOnly?pKnotenNr=4176670&pOrgNr=53643

CITHN3002: Machine Learning | Machine Learning

Fundamentals in Information Engineering | Pflichtmodule Information
Engineering

Module Description

CITHN3002: Machine Learning | Machine Learning

Version of module description: Giltig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination takes the form of a written 90 minutes examination, in which students solve
problems to prove they understand the functioning of various methods and their assumptions.

In the voluntary exercises (10-14 assignments) the students demonstrate their ability to interpret
the results of different statistical processes and to evaluate their model quality. The correct
responses require the independent construction of analytical solutions with the help of techniques
learned in the module. Achieving more than 50% in the points in the homework assignments
(assume there are 50 points in total, 50% are 25 points) gives a 0.3 grade bonus to the final grade.
This bonus cannot decide on passing/ failing the course.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Computational Mathematics | (INHNO0OQ9), Computational
Mathematics Il (INHNOO14), Discrete Probability Theory (INHN0O020)

Content:

Linear and Logistic Regression, Maximum Likelihood Estimation (MLE), Naive Bayes, Decision
Tree Classifiers, K-Nearest Neighbor Classifier (KNN), Model Selection, Ensemble Methods,
Neural Networks, Data Preparation, Clustering, Dimensionality Reduction

Intended Learning Outcomes:
After successful completion of the module students are familiarized with common methods of
classification, numerical prediction and clustering. They know the assumptions of relevant methods
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CITHN3002: Machine Learning | Machine Learning

and understand their functioning. Participants are able to analyze data sets with the programming
language Python.

Teaching and Learning Methods:

The module consists of a lecture and a content-aligned tutorial. The lecturer presents the content
of the module, parts of the corresponding literature and application examples from practice
interactively. Students are accustomed with the statistical and machine learning methods and
learn to differentiate their usage. In the tutorial participants solve exercises in supervised work
and evaluate the respective techniques. In addition, they practice to solve common problems by
working with data in teamwork together with their tutor. Participants train their technical abilities
with programming languages such as R or Python.

Media:
Slides

Reading List:
Trevor Hastie, Jerome Friedman, Robert Tibshirani: Elements of Statistical Learning, Springer.
Christopher Bishop: Pattern Recognition and Machine Learning. Springer.

Responsible for Module:
Fraser, Alexander; Prof. Dr.

Courses (Type of course, Weekly hours per semester), Instructor:
Machine Learning (CITHN3002) (Vorlesung mit integrierten Ubungen, 5 SWS)
Fraser A, Okabe S

For further information in this module, please click campus.tum.de or here.
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CITHN3003: Advanced Topics of Software Engineering | Advanced Topics of Software Engineering

Module Description

CITHN3003: Advanced Topics of Software Engineering | Advanced

Topics of Software Engineering

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

A written exam (100 minutes) tests the comprehension and usage of advanced software
engineering concepts for solving real-world development problems. The exam tests the extent to
which students are able to find solutions to a given problem within limited time. Additionally, some
conceptual modeling may be required. As part of a voluntary mid-term examination, students may
complete a voluntary project to develop software in practice. If the midterm grade is better than the
grade of the written exam, this will improve the overall grade. In this case the midterm will count

33% towards the final grade.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Introduction to Software Engineering (INHNOOOG6)

Content:

I. The context of software engineering

1. Introduction and overview

2. Factors affecting the design of a software system

3. Characteristics of software systems in different domains
4. Case studies from two domains (Two guest lectures!)
Il. From requirements to system design

1. Software architecture

2. Software libraries and frameworks

3. Antipatterns in software engineering

4. Model-driven software engineering

5. Software product line engineering
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CITHN3003: Advanced Topics of Software Engineering | Advanced Topics of Software Engineering

6. Usability and accessibility

7. Information security

8. Testability and Safety

lll. Software architectures and their trade-offs
1. Introduction to distributed systems and middleware
2. Database-centric architectures

3. Message-oriented architectures

4. Object-oriented architectures

5. Component-based architectures

6. Service-oriented architectures

IV. From source code to physical deployment
1. Introduction and historical perspective

2. Version control

3. Continuous integration

4. Continuous deployment

5. Virtual machines and containers

6. Software architectures for the cloud

V. From Al assistant to Al software

1. Large Language Model

2. Al assisted software development

3. Development of Al software

Intended Learning Outcomes:
After completing the module students are able to build complex software systems in the context of
frequent change.

The students are able to understand how quality attributes affect the software architecture and
conversely, how architectures influence these attributes in different domains.

They understand why there is a need to make quality trade-offs while considering different software
architectures including component-based and service-oriented architectures.

They understand how to efficiently deliver the developed software system to the stakeholders.

The students are able to apply modeling techniques, system analysis and design by considering
quality trade-offs, patterns, guidelines, and best practices in software engineering, tools for system
configuration, integration, and deployment.

They are able to understand how to use Al to help with software development and also how to
develop Al based software.

Teaching and Learning Methods:
This module comprises lectures and accompanying tutorials. The contents of the lectures will be
taught by talks and presentations. This module comprises lectures and accompanying tutorials.
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CITHN3003: Advanced Topics of Software Engineering | Advanced Topics of Software Engineering

The contents of the lectures will be taught by talks and presentations. Students will be encouraged
to study literature and to get involved with the topics in depth. In the tutorials, concrete problems
will be solved - partially in teamwork - and selected examples will be discussed. The exercises are
designed to add up to a complete solution by the end of the semester.

Media:
Lecture with slides

Reading List:

Design rules: The power of modularity, Baldwin, C.Y. and Clark, K.B.(2000).

The Pragmatic Programmer: From Journeyman to Master, Hunt A. and Thomas D. (2000).
Patterns of enterprise application architecture, Fowler M. (2002).

Pattern-oriented software architecture volume 1: a system of patterns, Schmidt, D., Meunier R.,
Stal, M., Rohnert, H., and Buschmann, F. (1996).

What is enterprise ontology?, Dietz J. LG. (2006).

Object-oriented design with applications, Grady B. (1991).

Continuous integration, Fowler M. (2006).

The deployment production line, Jez H., Read C., and North D (2006).

Softwaretechnik: Praxiswissen fir Software-Ingenieure, Johannes S. (2003).

Getting Started - About Version Control

Software Product Line Engineering, Pohl, K., Béckle G. and Linden F. (2005).

AntiPatterns: Refactoring Software, Architectures, and Projects in Crisis, The Upstart Gang of Four
(1998).

Responsible for Module:
Chen, Chunyang; Prof.

Courses (Type of course, Weekly hours per semester), Instructor:
Advanced Topics on Software Engineering (CITHN3003) (Vorlesung, 2 SWS)
Chen C

Exercise: Advanced Topics on Software Engineering (CITHN3003) (Ubung, 2 SWS)
Chen C
For further information in this module, please click campus.tum.de or here.
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CITHN2001: Advanced Software Testing and Analysis | Advanced Software Testing and Analysis [ASTA]

Electives in Information Engineering | Wahimodule Information
Engineering

Module Description

CITHN2001: Advanced Software Testing and Analysis | Advanced
Software Testing and Analysis [ASTA]

Version of module description: Giltig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

There is a written examination (60 minutes) on lecture and exercise contents. Only a written exam
can cover the breadth and depth of the covered topics and methods. The final grade is the grade
from this exam. In addition, students get a 0.3 bonus if they receive more than 80 % of the marks
on their voluntary homework project. In the homework project, the students can demonstrate that
they can apply the methods taught practically. This bonus cannot decide on passing/ failing the
course.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
At least basic knowledge of software testing as from the module “Introduction to Software
Engineering” (INHNOOOG)

Content:

Participants will work using recent research papers and corresponding tools to explore, apply, and
evaluate cutting-edge software engineering research.

- Foundations of software quality and continuous quality control

- Repetition of the basics of software testing and analysis

- Specific static program analysis techniques, e.g., clone detection

- Specific techniques for test case prioritization and test suite optimization, e.g., mutation testing

- Specific test case generation techniques, e.g., fuzzing

- Specific debugging techniques, e.g., slicing
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CITHN2001: Advanced Software Testing and Analysis | Advanced Software Testing and Analysis [ASTA]

- Theoretical and empirical evaluation of all techniques
- Running example project with homework for all topics

Intended Learning Outcomes:
Participants will understand a selection of state-of-the-art methods and research tools for software
testing and analysis and will be able to evaluate and apply them.

Teaching and Learning Methods:

The module combines lectures and tutorials as the main teaching methods. The lecture sessions
contain a mix of traditional presentations by the lecturer and flipped classroom concepts where

the students work through text and video material beforehand. This is especially important as
examples from current research are used. The lecture sessions are then used for peer instruction,
detailed examples by the lecturer, and discussing questions by the students. The tutorials follow
the content of the lecture sessions. For each tutorial session, there is a worksheet that the students
can work on during the sessions. There are tutors present to support the students. Finally, the
students have to work on an example project as homework with feedback from the tutors.

Media:

- Slides for lectures and input in the tutorials

- Short instructional videos and scientific papers for lecture preparation
- Exercise sheets

- Moodle learning forum

Reading List:

Wagner. Software Product Quality Control. Springer, 2013.
Zeller et al. Generating Software Tests, fuzzingbook.org
Zeller. The Debugging Book, debuggingbook.org

Responsible for Module:
Wagner, Stefan; Prof. Dr.

Courses (Type of course, Weekly hours per semester), Instructor:
Ubungen zu: Advanced Software Testing and Analysis (CITHN2001) (Ubung, 1 SWS)
Ben Salha M [L], Ben Salha M, Wagner S

Advanced Software Testing and Analysis (CITHN2001) (Vorlesung, 3 SWS)
Wagner S [L], Wagner S
For further information in this module, please click campus.tum.de or here.
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CITHN2002: Network Coding | Network Coding [NC]

Module Description

CITHN2002: Network Coding | Network Coding [NC]
Network Coding

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester summer semester
Credits:* Total Hours: Self-study Hours: Contact Hours:

6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
The final grade is determined by a combination of a written exam (endterm), team-based practical
projects, and a voluntary bonus exam bonus exam (midterm).

The endterm (90 minutes / 60 credits) covers mainly the mathematical background as well as
questions of understanding concepts of the demonstrations. This part is thus best covered by a
written exam and is identical for all students.

The team-based projects are individually chosen by the students in the middle of the semester and
cover a wide range of topics from the lecture. Students apply for a project by writing a 2-3 page
proposal expressing their interest in the specific project, summarizing their intended goals, and
structuring their approach into work packages.

The teams then work on their respective projects largely independently, with the possibility of
supervision at any time. In particular, students are encouraged to submit interim results and code
updates via Git to make it possible to follow their progress.

The projects are completed by writing a project report in IEEE 2-column format of 4-6 pages and
giving a final talk (10-15 minutes plus Q&A sesion) to present their work to the other students.

As a bonus, a voluntary, graded midterm exam (45 minutes / 30 credits) is offered. If passed, the
midterm gives a bonus of up to 25%. The midterm is not required to pass the course.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
- Computer Networking and Security (INHN012)
- Experience in using Linux on the command line
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- Programming skills in C
- Discrete Probability Theory (INHN0020)

Content:

Conventional routing is unable to achieve a network's capacity as given by the min-cut max-flow
theorem - a rather theoretical point of view. Network Coding (NC) is an approach to achieve this
very capacity in practice and can thus be considered a generalization of routing. Just think about it:
Intermediate nodes (let us call them "router") normally only send identical copies of previously
received packets (forget about the headers). NC extends their capability by demanding that sent
packets are arbitrary linear combinations of previously received packets. Sounds strange? It is...

Here is a brief example to make you curious:

Assume A wants to transmit n packets over a lossy link to B. With conventional approaches, B
would have to acknowledge successful receipt of each individual packet such that A can retransmit
any packets that got lost in transmission.

If you use NC, A does not send the actual information contained in each individual packet but
linear combinations of all packets.

Obviously, B needs n linear independent packets to decode. If any packet gets lost during
transmission, B does not need to signal a specific loss to A. Instead, A continues to transmit
random (independent) linear combinations of those n packets until B has assembled enough
packets to decode the whole batch.

This example is very basic, and actually only even a degenerated case of NC. But it gives you the
underlying idea. Now just assume there are not only A and B but a number of intermediate nodes,
each of them listening, buffering packets, and sending linear combinations.

Instead of deciding which specific packet to send where, those nodes have to decide how often a
random linear combination is being broadcast.

The lecture is a combination of usual classes combined with practical sessions during classes.

The theoretic part of the lecture covers the following topics:
- NC as generalization of routing

- min-cut/max-flow theorem

- linear programming

- packet loss and channel estimation

- ARQ mechanisms

- random linear network coding (RLNC)
- applications of NC

- bidirectional coding

- NC in transport and link-layer protocols
- NC in wireless networks

- acknowledgement schemes for NC

- combination of NC on different layers

The practical part cover the following topics:
- socket programming
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- IEEE802.11 raw sockets

- implementation of RLNC and acknowledgement schemes
- window protocols for NC

- many more if you want

Intended Learning Outcomes:

At the end of the module, students will understand the basics of network coding, both in theory
and in practical implementations. The labs accompanying the lecture provide students with the
opportunity to apply their knowledge about coded packet networks, especially but not limited to
wireless networks. In addition, students will acquire notable skills in socket/network programming,
enabling them to evaluate and develop applications for coded packet networks.

Furthermore, by understanding the basics of network coding, students will be able to apply
mathematical models to analyze packet networks, write a proposal and report in a scientific style,
and defend their work by presenting it in class.

Teaching and Learning Methods:

The lecture is supplemented by integrated tutorials, demonstrations, and practical components for
each chapter. The tutorials serve to consolidate the theoretical content and should be solved in
small groups. Occasionally, individual exercises can also be set as voluntary homework.
Demonstrations serve as introduction to practical components such as setting up own wireless
hardware and implementing algorithms to apply mathematical models. Demonstrations are done
by the lecturer using real hardware and transfer the lecture's content into practice. Students should
be encouraged to repeat those demonstrations and experiment frequently.

Media:
Slides, exercise sheets, practical demonstrations

Reading List:

Network Coding: An Introduction, Tracey Ho und Desmond Lun
TCP/IP illustrated, Wright & Stevens

Must read: Linux kernel coding style
(https://www.kernel.org/doc/html/v4.10/process/coding-style.html)

Responsible for Module:
Gunther, Stephan, Prof. Dr.-Ing.: guenther@tum.de

Courses (Type of course, Weekly hours per semester), Instructor:
Network Coding (CITHN2002) Campus Heilbronn (Vorlesung, 5 SWS)
Gunther S

For further information in this module, please click campus.tum.de or here.
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CITHN2003: Parallel Computing | Parallel Computing

Module Description

CITHN2003: Parallel Computing | Parallel Computing

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination is a project work consisting of a written part (technical paper, 10-15 pages, 10pt
size), a 15-minute presentation of the work, and a 15-minute technical discussion that includes
both project-specific questions as well as general questions on all technical content covered in the
lecture. The project work is used to demonstrate the extent to which students are able to create
and evaluate the performance of an algorithm in the roofline model using the methods they have
learned in the module. The presentation demonstrates that the students are able to explain their
approach and technical aspects to peers in an understandable and clear manner. The discussion
is used to demonstrate the students are able to classify and critically discuss their technical results
based on their solid knowledge of parallel computing. The final grade will compose of 60% project
technical paper (10-15 pages, 10pt font), 20% oral examination of project content and general
content covered in the lecture, and 20% presentaion. The course will have 5 extended, voluntary
homework assignments that require the students to independently develop solutions to challenging
questions. Achieving more than 50% in the points in the homework assignments (assume there are
50 points in total, 50% are 25 points) gives a 0.3 grade bonus to the final grade. This bonus cannot
decide on passing/ failing the course.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Linear Algebra (INHNOOQQ9), Introduction to C++ (CITHN2012), Research Software Engineering

Content:

* Introduction to HPC

- Machine, Network, and Cluster topologies.

- CPU vs. GPU Architectures, Flynn Taxonomy SIMD/MIMD/SISD/MISD
- Speedup, efficiency, weak & strong scalability, Gustafson’s Law
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- Amdahls Law, Dennard Scaling

- Complexity, Big O notation, algorithm costs (work, memory bandwidth, memory consumption, ...).
» Underlying principles

- Caching, pipelines, threads & interrupts (OS reminder)

- Data coherence

- Concurrency issues: deadlock, race conditions, starvation,

- Synchronization: atomicity, critical region, producer-consumer, handshaking (synchronous,
asynchronous paradigms).

- Perhaps lock-free algorithms.

» Computations and Parallel Programming Models

- Computation decomposition strategies (recursion, divide and conquer, blocking, ...)

- Bulk-Synchronous

- Fork-Join

- Dependencies, Instruction-Level vs. Task-Level Parallelism (it's all the same, yet very different!)
- Makespan, Scheduling and Mapping, eager, workstealing, priorities, ...

- Termination detection?

» Data handling

- Floating point representation?

- Data layouts, and distribution.

- Data locality, data movement costs

- Distributed file systems?

» Shared memory concepts, OpenMP.

* Discrete memory concepts, CUDA/SYCL/Kokkos.

* Distributed memory concepts, MPI/PGAS.

* Optimizing selected dwarfs on CPU (including vectorization) and GPU.

* Final topics

- Profiling, Code analysis, Parallel efficiency, Performance metrics, Power and Energy efficiency.
- Scaling and issues (load balance, reliability — checkpointing, data volume, data velocity, ...).
- Runtime systems e.g. Legion/StarPU?

» Common computation and communication patterns and parallelization ("Dwarfs”, see https://
www2.eecs.berkeley.edu/Pubs/TechRpts/2006/EECS2006-183.pdf)

- also map-reduce, prefix sums, reductions, scatter/gather, broadcasts, ...

Intended Learning Outcomes:

Upon completion of the module, students are able to

 understand and apply Gustafson’s law, Amdahl’'s law, Dennard scaling

» create a roofline model and evaluate the performance of an algorithm in the roofline model

» Understand an being able to work with distributed memory and shared memory architectures
* being able to apply speedup, efficiency, strong and weak scaling

* create parallel algorithm implementations using OpenMP

» create parallel algorithm implementations for GPUs (CUDA/HIP/SYCL)

* understand and apply distributed memory concepts, MPI/PGAS.
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Teaching and Learning Methods:

The module consists of a mix of the professor presenting the concepts and interactive hands-on
exercises applying parallel computing concepts to real-world problems. Additionally, the students
get 5 extensive homework assignments that require them to independently develop solutions

to challenging questions. The homework solutions will be presented in the lecture. A central
component of the course is a project each student conducts in which they apply the concepts and
methodologies taught in the lecture. Each student chooses a project (either by coming up with an
own idea and discussing the idea with the professor, or by choosing from a list of example projects.
Thus, the course overall can be characterized as project-based learning in which the students
acquire a deeper knowledge through active exploration of real-world challenges and problems.

Media:
Slides, Board, Interactive class exercises, homework assignments, project work

Reading List:
Hager & Wellein: Introduction to High Performance Computing for Scientists and Engineers
(Chapman & Hall/lCRC Computational Science)

Responsible for Module:
Anzt, Hartwig; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Parallel Computing (CITHN2003) (Vorlesung, 4 SWS)

Anzt H [L], Nayak P

For further information in this module, please click campus.tum.de or here.
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CITHN2004: Process Mining | Process Mining

Module Description

CITHN2004: Process Mining | Process Mining

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination will be in the form of a written exam (max. 120 minutes) in which the student's
ability to explain discussed process mining concepts and apply it to small event logs or given use
cases.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Recommended: Bachelor INHNOO19 - Business Process Management

Content:

Process mining is a family of new data analysis methods that aims to discover, monitor, and
improve business processes and is increasingly adopted by industry. It analyses so-called event
logs, which capture the real execution data of business processes and are usually collected from
one or several information systems supporting the execution of business processes. The main
difference to traditional data analysis techniques is that process mining explicitly focuses on the
process perspective. That is, it aims to reveal the complex order relations among the activities
captured in the event log.

This lecture gives an introduction to the field of process mining. After introducing basic formalisms,
the lecture provides a detailed and algorithmic perspective on the three key process mining
perspectives: process discovery, conformance checking, and enhancement. Furthermore, it is
discussed how typically process mining projects are executed. Finally, the lecture shows how
process mining is currently used in industrial environments and advanced in process mining
research (e.g., application to blockchain data).

Intended Learning Outcomes:
After successfully completing this course, students will be able to:
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- Explain the principles of process mining and its application area

- Understand the structure of event logs (the basic input for process mining) and how it is built

- Explain and apply basic process mining algorithms for the different perspectives: discovery,
conformance, and enhancement, and explain their strength and limitations

- Understand and apply different process mining tools/libraries and apply them to event logs

- Understand how to run a process mining project and explain the different phases, and how it is
applied in industrial settings

- Know advances in current process mining research

Teaching and Learning Methods:

The teaching format consists of a lecture and a content-aligned exercise. The lecturer presents
the content in the lecture. Some videos of the lecture content are also made available on the
lecture website as an option for "flipped classroom" and for repetition. The lecture content consists
of theory on process mining and their illustration based on practical examples. Students will be
encouraged to study the literature and engage with the topics' content.

The exercise part consists of in-depth tasks on the theoretical part of the lecture. The exercise
part serves to understand and apply the concepts taught. It is also intended to give students an
overview of the existing tool landscape and apply processmining on real-world data.

Media:
Slides, Videos, Moodle, Exercises

Reading List:

- Wil van der Aalst. Process Mining: Data Science in Action. Springer 2016

- Josep Carmona et al. Conformance Checking: Relating Processes and Models. Springer 2018
- Marlon Dumas et al. Fundamentals of Business Process Management, 2nd edition. Springer
2018

Responsible for Module:
Pufahl, Luise; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Exercise Process Mining (CITHN2004) (Ubung, 1 SWS)
Oliveira da Nobrega Costa A, Pufahl L

Process Mining (CITHN2004) (Vorlesung, 3 SWS)
Oliveira da Nobrega Costa A, Pufahl L
For further information in this module, please click campus.tum.de or here.
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CITHN2006: Numerical Linear Algebra for Computational Science and Information Engineering | Numerical Linear
Algebra for Computational Science and Information Engineering

Module Description

CITHN2006: Numerical Linear Algebra for Computational Science and
Information Engineering | Numerical Linear Algebra for Computational
Science and Information Engineering

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

In a written exam (90 minutes), the students demonstrate that they have gained the ability to
decide for a given problem which numerical methods are suitable and apply them in an effective
fashion by exercising the development and configuration of numerical methods for a given example
problem.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Linear Algebra (required), Parallel Computing (recommended), Scientific Software Engineering
(recommended)

Content:

Data representation, Floating Point Formats, Rounding Error Analysis (Lecture 1)

- number representations, IEEE formats

- rounding error analysis

- problem conditioning

* A simplified hardware model (Lecture 2)

- Theoretical compute power, memory bandwidth, cache hierarchy

- Roofline model

- Arithmetic intensity, machine balance

- Complexity, Big O notation, algorithm costs (work, memory bandwidth, memory consumption, ...).
- CPU vs. GPU Architectures, Flynn’s Taxonomy, SIMD/MIMD/SISD/MISD

- distributed memory vs. shared memory

- Parallel execution terminology: speedup, parallel efficiency, strong scaling, weak scaling
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Algebra for Computational Science and Information Engineering

- Gustafson’s Law

- Amdahls Law, Dennard Scaling

- Parallel computing models

- fork-join, BSP, task-based parallel models

* Solving dense linear systems (Lecture 3)

- BLAS, arithmetic intensity, naming scheme

- LU factorization

- Pivoting, partial pivoting, column pivoting, row pivoting, full pivoting
- LINPACK, LAPACK, ScaLAPACK

- task-based LU factorization

- Cholesky factorization

- QR factorization

- dense triangular solves

- HPL

- why do we not used direct solvers for sparse problems?

» Sparse data structures and sparse matrix vector product (Lecture 4)
- storage formats, memory footprint, computational complexity and arithmetic intensity
- CSR, COOQO, ELL, SELL-P and comparison between those
- parallelization of the sparse matrix vector product operation
* Iterative Solvers for linear problems (Lecture 5)

- Jacobi, Gauss Seidel, Southwell

- Krylov solvers, CG, BiCGStab, GMRES

* Preconditioning for Iterative linear solvers (Lecture 6)

- Jacobi, Gauss-Seidel

- Sparse Approximate Inverse Preconditioning

- Incomplete Factorization Preconditioning

* Discretization methods (Lecture 7)

- Taylor Series, Finite Differences

- Finite element discretization,

- Finite Volume methods

- Interpolation schemes and discretization orders

* Multigrid (Lecture 8)

- Geometric Multigrid (GMG)

- Complexity theory

- Smoothers

- Algebraic Multigrid (AMG)

* Non-linear problems (Lecture 9)

- Newton

* Eigenvalue solvers and SVD (Lecture 10)

- Power iteration

- QR algorithm

- Divide-and-conquer

-SVD

* Low Rank approximations (Lecture 11)
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- Eckart-Young—Mirsky theorem

- Compression

* Optimization problems (Lecture 12)

- Least Squares problems

- Nonlinear optimization (unconstrained)

» Stochastic Gradient Descent (Lecture 13)
- Gradient Descent: Downhill to a Minimum
- Structure of Neural Nets for Deep Learning
» Graphs Theory (Lecture 14)

- Finding Clusters in Graphs

- K-means

Graph partitioning

Intended Learning Outcomes:

Upon completion of the module, students are able to

» decide for a given problem which numerical methods are suitable

* apply numerical methods in an effective fashion

+ understand what performance to achieve on a given hardware architecture

+ create a roofline model and evaluate the performance of a numerical linear algebra algorithm in
the roofline model

* create implementations for sparse data formats to handle sparse data

+ understand and apply different linear solvers for dense and sparse linear systems
* remember strategies for solving non-linear problems numerically

+ understand eigenvalue problems and remember eigenvalue solvers, SVD

+ understand the concept behind low rank approximation

* remember graph clustering and graph partitioning methods

Teaching and Learning Methods:
The module consists of a lecture with accompanying exercise session, and exercise sheets

Media:
Slides, Board, Exercise sheets

Reading List:
Michael Heath, Scientific Computing, 2nd edition

Responsible for Module:
Anzt, Hartwig; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

Numerical Linear Algebra for Computational Science and Information Engineering (CITHN2006)
(Vorlesung, 4 SWS)

Anzt H [L], Venkovic N, Anzt H
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For further information in this module, please click campus.tum.de or here.
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CITHN2007: Advanced Algorithms | Advanced Algorithms

Module Description

CITHN2007: Advanced Algorithms | Advanced Algorithms

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The exam takes the form of a 120 minutes written examination. In the written exam, based on the
given questions, the students are expected to demonstrate understanding of the conceptual and
mathematical basics of algorithm analysis, as well as advanced knowledge in the area of efficient
data structures and algorithms.

Students must recognize and analyze typical algorithmic problems and be able to find efficient
solutions within a limited scope of time.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:

INHNOOO4 Discrete Structures

INHNOOO8 Foundations of Algorithms and Data Structures
INHNOO13 Information Theory and Theoretical Informatics

Content:

The module begins with a brief review of algorithm design and analysis techniques and
computational complexity. The module then mainly focuses on techniques for dealing with
intractability and decentralized computation systems, such as approximation algorithms,
parameterized algorithms, randomized algorithms, exact super-polynomial algorithms, online-
algorithms and linear programming. Students also learn about associated complexity classes that
allow them to show that no (significantly) faster algorithms can exist.

In addition, the module covers selected topics of advanced efficient algorithms and data structures
that require a deeper level of understanding of algorithmic concepts.
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Intended Learning Outcomes:

After completing the module, the students are able to analyze and to assess the runtime and the
memory requirements of algorithms. Furthermore, they have a good understanding of numerous
fundamental algorithms and data structures. This understanding enables them to design algorithms
and data structures for new algorithmic problems.

Teaching and Learning Methods:

The module consists of lectures and exercises. The content of the lectures is conveyed by
presentations of the scientific material. By solving homework assignments, the students are
encouraged to work on topics that build on each other. The lecturer can offer that the homework
solutions produced by the students are corrected such that the students receive individual
feedback. Solutions of the homework assignments are discussed in the tutorials.

Media:
Slides, whiteboard, homework assignments

Reading List:
Thomas H. Cormen, Charles E. Leiserson, Ron L. Rivest, Clifford Stein: Introduction to Algorithms.
4th Edition, MIT Press, 2022.

Responsible for Module:
Kobourov, Stephen; Prof. Ph.D.

Courses (Type of course, Weekly hours per semester), Instructor:

Advanced Algorithms (CITHN2007) (Vorlesung mit integrierten Ubungen, 4 SWS)
Kobourov S [L], Forster H

For further information in this module, please click campus.tum.de or here.
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CITHN2008: Data Visualization | Data Visualization

Module Description

CITHN2008: Data Visualization | Data Visualization

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The exam takes the form of a 60 minutes written examination. In the written exam, based on
the given questions, the students are expected to demonstrate understanding of algorithms and
techniques for data visualization. The exam accounts for 50% of the grade.

Additionally, the students have to work on a small visualization project during the semester. The
project simulates designing a visualization solution for a specific domain. The project is evaluated
at the end of the semester by a 2-4 page report. The report accounts for 50% of the grade.

By voluntarily completing homework assignments and reporting on the project progress, students
can receive a 0.3 grade bonus.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
INHNOOO8 Fundamentals of Algorithms and Data Structures

Content:

Data visualization is a research area that focuses on visualization techniques and algorithms

to help people understand and analyze data. Visualization allows us to perceive relationships,
patterns, and trends. While statistical techniques may determine correlations among the data,
visualization helps us frame what questions to ask. One challenge lies in developing algorithmically
efficient methods to visualize large and complex data sets. Another challenge is to develop
effective visualizations that make the underlying patterns and trends easy to see. Even tougher

is the challenge of providing interactive access, analysis, and filtering. Topics include: algorithms,
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data structures and engineering techniques for implementing and managing data visualizations;
perception, design and evaluation; high-dimensional data visualization, network visualization, text
visualization.

Intended Learning Outcomes:

After completion of the module, students are able to understand the theoretical principles behind
data visualization. This includes knowledge about domain abstraction, visual encoding and
interactivity, as well as visualization algorithms. Furthermore, students will understand the
principles of visual perception, and quantitative and qualitative evaluation of visualizations.
Completing the module allows students to analyze existing visualization research. Lastly, students
will gain practical experience by applying the knowledge to implement their own interactive data
visualizations.

Teaching and Learning Methods:

The module consists of lectures and exercises. The content of the lectures is conveyed by
presentations of the scientific material. By solving homework assignments, the students are
encouraged to work on topics that build on each other. The homework assignments are graded so
that students receive individual feedback and the solutions of the assignments are discussed in
the exercises. Once project work starts, the exercises are used to discuss open-ended design and
implementation questions.

Media:
Slides, whiteboard, homework assignments.

Reading List:
Tamara Munzner, Visualization Analysis and Design, A K Peters/CRC Press, 1st Edition, 2014.

Responsible for Module:
Kobourov, Stephen; Prof. Ph.D.

Courses (Type of course, Weekly hours per semester), Instructor:

Data Visualization (CITHN2008) (Vorlesung mit integrierten Ubungen, 4 SWS)
Kobourov S [L], Kobourov S, Wallinger M

For further information in this module, please click campus.tum.de or here.
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CITHN2009: Knowledge Graphs | Knowledge Graphs

Module Description

CITHN2009: Knowledge Graphs | Knowledge Graphs

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester summer semester
Credits:* Total Hours: Self-study Hours: Contact Hours:

6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Written exam (90 minutes) in English.

The exam is designed to assess the student’s understanding of the theoretical foundations of
knowledge graphs, including formalisms for modeling, querying, and reasoning, as well as real-
world examples and applications.

The exam includes questions that evaluate comprehension and recall of fundamental concepts
(e.g., define, explain, exemplify) and the ability to analyze and apply concepts (e.g, perform
calculations).

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Basic knowledge about the following topics is highly recommended but not mandatory: Graph
theory, set theory, databases, logic.

Content:

Knowledge Graphs (KG) allow for representing inter-connected facts or statements annotated with
semantics. In KGs, concepts and entities are typically modeled as nodes while their connections
are modeled as directed and labeled edges, creating a graph. In recent years, KGs have

become core components of modern data ecosystems. KGs, as building blocks of many Artificial
Intelligence approaches, allow for harnessing and uncovering patterns from the data.

In this lecture, students will learn about the foundations of modelling, querying, publishing, and
reasoning over KGs.

Topics
1. Introduction to Knowledge Graphs

Module Catalog of the study program M.Sc. Information Engineering 43 of 529
Generated on 18.08.2025



CITHN2009: Knowledge Graphs | Knowledge Graphs

* Al and Knowledge: Representation and Reasoning
» Knowledge-Based Systems

* Knowledge Graphs

» Examples of Real-World Knowledge Graphs

2. The Resource Description Framework (RDF)

* Introduction to RDF

* RDF Serializations

» The RDF Vocabulary

* Operations over RDF Graphs: Isomorphism, Subgraph, Instance, Equivalence, Union, Merge

3. The SPARQL Query Language

» Structure of SPARQL Queries

* Basic Graph Patterns and Group Graph Patterns
* Filters, Functions, and Modifiers

* Querying Multiple (Named) RDF Graphs

* Querying RDF Graphs on the Web

4. Semantics of SPARQL

* SPARQL Query Processing

* SPARQL Algebra Expressions

* BGP Pattern Matching

« Evaluation of Algebra Expressions (eval function)
* SPARQL Set vs. Bag Semantics

5. Linked Data: Knowledge Graphs and Ontologies on the Web

» The Semantic Web and the Linked Data Principles
* Introduction to Vocabularies and Ontologies on the Web
» The RDF Schema (RDFS) Vocabulary

» Domain-specific Vocabularies and Ontologies on the Web

6. The Web Ontology Language (OWL)

* OWL Fragments

* OWL DL Axioms: Classes, Properties, and Individuals
* OWL DL Class and Property Construction

» OWL DL Inference: Consistency and Membership
* OWL for Data Integration

7. Entailment Regimes over Knowledge Graphs

* Model-theoretic Semantics

* Simple Interpretations

* D-Interpretations

* RDF Interpretations

» Overview of RDFS Interpretations

8. Reasoning over Knowledge Graphs

* Entailed Graphs

* Interpolation Lemma for Simple Interpretations

* D-inconsistencies

* SPARQL Query Processing with Reasoning

9. Quality in Knowledge Graphs
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* Introduction to Data Quality

* The 5-star Linked Data Scheme

* Quality Constraints

+ Specifying Constraints with the Shapes Constraints Language (SHACL)
 Data Constraints vs. Ontological Constraints

* SHACL Validation with Reasoning

10. Property Graphs

* Modelling Knowledge Graphs with Property Graphs
* Translations between and RDF and Property Graphs
» The Cypher Query Language

11. Knowledge Graph Embeddings

* Introduction to Representation Learning

* Negative Sampling

* Loss Functions

* Embeddings based on (Graph) Neural Networks

* Embeddings based on Translational Models

* Applications to Knowledge Graph Completion

12. Knowledge Graph Applications

» Knowledge Graphs in Enterprises

* Information Extraction from Non-semantic Sources

» Knowledge Graphs for Semantic Search

* Knowledge Graphs for Recommender Systems

* Knowledge Graphs for Question Answering Systems Knowledge Graphs and Large Language
Models (LLMs)

Intended Learning Outcomes:

After successful completion of this course, students will be able to:

+ understand the formalisms for modelling, querying, and reasoning over knowledge graphs,

* apply the aforementioned formalisms to execute operations over knowledge graphs,

* create prototypes of queryable knowlege graphs using the techniques learned during the course,
+ understand the role of knowledge graphs as a foundation to solve other problems in Artificial
Intelligence,

» remember examples of real-world knowledge graphs and their applications in industry,
communicate about the above aspects in English.

Teaching and Learning Methods:

The module consists of a lecture with accompanying exercise session, and exercise sheets.
Exercises are voluntary and will not be graded. Selected topics will be complemented with hands-
on sessions using Jupyter Notebooks (https://jupyter.org/) to show how KG technologies work in
practice.

Media:
Slides, Videos, Board, Digital Board, Electronic Notebooks (Jupyter Notebooks)
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Reading List:

* Aidan Hogan et al. Knowledge Graphs. 2020. https://arxiv.org/pdf/2003.02320.pdf

* Pascal Hitzler, Markus Krotzsch, Sebastian Rudolph. Foundations of Semantic Web
Technologies. Chapman &

Hall/CRC, 2009.

Responsible for Module:
Acosta Deibe, Maribel; Prof. Dr.-Ing.

Courses (Type of course, Weekly hours per semester), Instructor:
Knowledge Graphs (CITHN2009) (Vorlesung, 2 SWS)
Acosta Deibe M

Knowledge Graphs (CITHN2009) Exercise Session (Ubung, 3 SWS)
Zhou Y
For further information in this module, please click campus.tum.de or here.
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CITHN2010: Cryptography | Cryptography

Module Description

CITHN2010: Cryptography | Cryptography

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

In the written exam (90 minutes and 50% of the final grade) In the written exam (90 minutes),

the students should prove that they are able to identify a given problem of cryptography and

find solutions within a limited time. Thereby, they show that they comprehend the underlying
mathematical challenges and can critically assess the strengths, weaknesses, and practical
suitability of cryptographic algorithms. Additionally, as part of a mid-term examination, students
may complete voluntary homework assignments (approximately six assignments), which allows
them to deepen their understanding and reinforce key concepts. If the average grade of the
assignments is better than the grade of the written exam, this will improve the overall grade. In this
case, the midterm will count 33% towards the final grade.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
none

Content:

In the realm of information security, there's a need for techniques to safeguard data and ensure
secure communication. Cryptography delves into the creation of cryptographic algorithms aimed
at guaranteeing the privacy, integrity, and legitimacy of information and messages shared within
secure communication protocols. This educational module places emphasis on the mathematical
and algorithmic foundations of cryptography. It also encompasses the utilization of fundamental
cryptographic elements to address prevalent information security issues. Students who gain
proficiency in cryptographic algorithm fundamentals will be equipped to assess the suitability and
constraints of diverse cryptographic algorithms.

The module contents are

1. Introduction to cryptography
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. Discrete probability — crash course

. Stream ciphers

. Block ciphers: Data Encryption Standard (DES)
. Finite fields

. Block ciphers: Advanced Encryption Standard (AES)
. Block ciphers application

. Insights from research: Logical Zonotopes

9. Introduction to number theory

10. Public key encryption

11. Message Integrity

12. Collision resistance

13. Authenticated encryption

14. Key derivation

15. Key exchange

16. Homomorphic encryption and its applications

0O NO Ok~ WOWDN

Intended Learning Outcomes:

1. Comprehend the underlying mathematical challenges that form the basis of cryptographic
algorithms.

2. Articulate the principles of pseudo-random number generators and pseudo-random functions.
3. Critically assess the strengths, weaknesses, and practical suitability of cryptographic algorithms.
4. Choose appropriate symmetric block ciphers, message integrity methods, and authenticated
encryption schemes from a predefined selection.

5. Distinguish between various types of asymmetric ciphers, including those based on finite fields.
6. Explain the attributes of cryptographic protocols, particularly in the context of key exchange
mechanisms.

7. Apply analytical techniques to cryptographic protocols and their real-world implementations.

8. Elaborate on the principle of homomorphic encryption and one of its applications.

Teaching and Learning Methods:

The module is structured as a combination of lectures and interactive exercise sessions, supported
by regular assignments. The key components include:

1- Lecture: Each week, students will participate in lectures that introduce core cryptographic
concepts and algorithms, supported by slides.

2- Exercise Sessions: Weekly exercise sessions allow students to apply concepts learned in
lectures through guided problem-solving. In these sessions, students can work through example
problems, practice calculations, and discuss solutions with peers under the guidance of teaching
assistants.

3- Homework Assignments: Approximately six voluntary homework assignments are given
throughout the semester. These assignments challenge students to explore cryptographic
problems in more depth and develop critical thinking skills. Completing these assignments not only
prepares students for exams but also improves their overall grade if the average assignment grade
is higher than the exam score.
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4- Research Insights: During some lectures, insights from current cryptography research, such as
the concept of "Logical Zonotopes," will be introduced, offering students a glimpse into advanced
and emerging topics in the field.

Media:

* Beamer

* Slides

» Whiteboard

Reading List:
» Dan Boneh, Victor Shoup: A Graduate Course in Applied Cryptography
* William Stallings, Cryptography and Network Security

Responsible for Module:
Abdelhafez, Amr; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Cryptography (CITHN2010) (Vorlesung mit integrierten Ubungen, 5 SWS)
Abdelhafez A [L], Abdelhafez A

For further information in this module, please click campus.tum.de or here.
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CITHN2011: Research Software Engineering | Research Software Engineering

Module Description

CITHN2011: Research Software Engineering | Research Software
Engineering

Version of module description: Gultig ab summerterm 2024

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination is a written exam (90 minutes), in which the students have to develop a solution
strategy to a research software engineering problem. Thereby they demonstrate that they
understand software development concepts, know best practices, and can create workflows and
testing frameworks to solve research software engineering problems.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
None

Content:

* Intro, Bad practices and concepts (1 lecture)

- Duplication, Don’t Repeat Yourself, Dead code, ...

- Orthogonality

- Reversibility, flexible architecture

- Responsibility, programming for the future, and/or teammates

- Over/under engineering. Tracer bullet code and prototypes.

» Environment and Tooling (2 to 3 lectures max, show what exists, good goals, and pointers for
self-teaching)

- shell, ssh, ...

- Versioning Systems, peer reviews, code sharing ...

- Containers and virtualization.

- HPC clusters or cloud access, job submission systems.

- Code editing and editors. Becoming fluent (easy navigation, sorting, indenting/formatting,

jumping, ...).
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- Importance of mastering a language for text manipulation, data formats (json, yaml, toml, ...).
- Debugging, profiling

* Sustainable software development (4 lectures?)

- Building software, CMake, dependency management.

- Public API, versioning.

- Testing (unit/integration/end-to-end), test-driven development.

- Documentation.

- Continuous Integration, Testing, Deployment

- Using ClI for convenience tasks (formatting, linting, static analysis, ...).

- External software dependencies, packaging software, spack

- Licensing

* Software design (number of lectures hard to estimate, depends on depth)

- OOP, Design by Contract, Invariants, Inheritance & pitfalls...

- Data-centric programming, data transformations.

- Exception handling, assertions, edge cases, identifying and returning errors, and not cluttering
code with error management.

- Modularity, Encapsulation, Decoupling (dangers of hidden states, global variables, ...).
- Software portability through modularity.

- Resource and memory handling, RAII.

- Interfaces, Mixins, Traits (esp. for code sharing

- Useful design patterns, Finite State Machine, Observer & events, Visitor, ...

- Maybe advanced topics in templatization (expression templates? CRTP?)

» Contributing to Open Source projects (maybe as a practical project)

* Resources: Clean Code, Pragmatic Programmer, Software Engineering at Google

Intended Learning Outcomes:

Upon completion of the module, students are able to

* know good software development practices

» create continuous integration workflows

* create testing frameworks and apply test-driven development
» understand software development concepts

Teaching and Learning Methods:
The module consists of a lecture with accompanying exercise session, and homework

assignments

Media:
Slides, Board, Homework assignments

Reading List:

Responsible for Module:
Anzt, Hartwig; Prof. Dr. rer. nat.
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Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN2012: Introduction to C++ | Introduction to C++

Module Description

CITHN2012: Introduction to C++ | Introduction to C++

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester summer semester
Credits:* Total Hours: Self-study Hours: Contact Hours:

5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination is realized with an individual software project, an accompanying report (6-8
pages), and a short presentation (10 Minutes). The project requires applying the programming
concepts covered in class (i.e., fundamental language constructs and semantics, C++ classes,
templating) and the development of a software library fulfilling a pre-defined purpose. The final
grade composes of 60% software 30% report, 10% short presentation.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
INHNO0002 Fundamentals of Programming
INHNOOO8 Fundamentals of Algorithms and Data Structures

Content:

» Fundamental language constructs

* Value and reference semantics

* Classes, member functions, operators and inheritance
« Standard library: containers, iterators, algorithms

* (Smart) Pointers, RAIl, memory management and move semantics
* Organizing larger projects

* IDEs, compilation, build systems and debugging

» Templates, metaprogramming, SFINAE and concepts
* Multithreading, memory ordering, concurrency

» Basics of lock-free programming

* Parallel programming frameworks: OpenMP, TBB

* Tooling: Formatting, Linting, Static Analysis, Sanitizers,
* Libraries: 10, Testing, Benchmarking
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Intended Learning Outcomes:

Students are able to

» Understand existing C++ code

* Recall the semantics of common components of the C++ language

* Implement small applications and libraries in modern C++

» Choose and combine appropriate algorithms and data structures from the C++ standard library
* Create file and class structures for larger-scale C++ projects

» Use appropriate tools to discover and fix bugs in their code

* Evaluate the performance of C++ code on a small scale

Teaching and Learning Methods:

The module consists of a lecture with accompanying exercise session, and exercise sheets. The
lecture focuses on presenting the theoretical concepts, the exercise sheets recall the theoretical
content. The exercise sessions bring the theoretical knowledge to action: the participants will need
to apply the theoretical knowledge in the development of C++ software

Media:
Slides

Reading List:

Responsible for Module:
Anzt, Hartwig; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Ubungen zu: Introduction to C++ (CITHN2012) (Ubung, 2 SWS)
Anzt H

Introduction to C++ (CITHN2012) (Vorlesung, 4 SWS)
Anzt H
For further information in this module, please click campus.tum.de or here.
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CITHN2013: Process Mining Project | Process Mining Project

Module Description

CITHN2013: Process Mining Project | Process Mining Project

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

To be able to apply and evaluate process mining techniques in the real world, students are asked
to solve a close-to-the-real world process mining project in a team. The examination is a project
work consisting of a written part (70 %, max. 15 pages for the team) and an oral presentation
(30%, max. 30 min.). The written part is used to demonstrate the extent to which students can
apply the methods they have learned to a specific real-world data set with analysis questions,
the extent to which students can transparently document what analysis steps they have applied,
and the extent to which they can communicate and critically evaluate their analysis results. Each
student has to provide in this project report a bullet point list with their project role, their list of
activities in the project, and the part that they have been involved in writing. The presentation
demonstrates that students can present and communicate their analysis approach and results to
an audience. Each student of a team has their own part in the team presentation.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Master Process Mining

Content:

Process mining is a family of new data analysis methods that aims to discover, monitor, and
improve business processes and is increasingly adopted by industry. It analyses so-called event
logs, which capture the real execution data of business processes and are usually collected from
one or several information systems supporting the execution of business processes. In this project,
students are working in a team on a process mining project with real-world data and with different
goals and questions. Thereby, they can work with different academic process mining tools/libraries
and can also develop own algorithms.
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Intended Learning Outcomes:

After successfully completing this course, students will be able to:

- Run a process mining project and understand the different phases in detail

- Apply different process mining and data mining techniques in combination to solve complex
questions in a process mining project

- Communicate and evaluate the results of a data science project in an oral and written format and
document their applied approach transparently

- Be sensible in handling ethical concerns in their oral and written documentation.

Teaching and Learning Methods:

Participants work in groups on one specific process mining project close to the real-world. The
data and the goals of the project are introduced in the beginning and different tutorials for different
process mining tools/libraries might be provided. Project-specific mentoring sessions are provided.

Media:
Slides, Videos, Moodle

Reading List:

- Wil van der Aalst. Process Mining: Data Science in Action. Springer 2016

- Josep Carmona et al. Conformance Checking: Relating Processes and Models. Springer 2018
- Marlon Dumas et al. Fundamentals of Business Process Management, 2nd edition. Springer
2018

Responsible for Module:
Pufahl, Luise; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Process Mining Project (CITHN2013) (Projekt, 2 SWS)

Oliveira da Nobrega Costa A, Pufahl L

For further information in this module, please click campus.tum.de or here.
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CITHN2014: Foundations and Application of Generative Al | Foundations and Application of Generative Al

Module Description

CITHN2014: Foundations and Application of Generative Al | Foundations
and Application of Generative Al

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
The evaluation is based on a combination of preparatory assignments completed during exercise
sessions (15%), the project implementation and report (60%), and a group presentation (25%).

Skills to be tested:

- Assignment: theoretical thinking, and hands-on capability using LLM

- Implementation: team-working, problem solving, integration of knowledge, project management
- Presentation: summarization, communication and collaboration

The assignments are completed individually and each student contributes 3-4 pages to the final
group report and 2-3 minutes to the final group presentation.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:

Master:  no prerequisite

Bachelor: INHNOOO1 Introduction to Informatics
INHNO002 Fundamentals of Programming

Content:

Basic principles of generative Al:

- Transformer architecture

- Training and inference of generative Al
- Large language model

- Stable diffusion

Prompt engineering:
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- In-context learning

- Chain of thoughts

- Other advanced techniques like role-playing...
Applications of generative Al:

- LLM use cases and tasks

- GPT API call and plugin development
Open-source generative Al:

- Open-source models e.g., Llama 7B

- Loading & running

- Instruction tuning + fine tuning

Risk and security of generative Al:

- Limitations of generative Al

- Ethics issues

- Attack and defence of Generative Al (e.g., Jailbreak)

Intended Learning Outcomes:

Upon completion of the module, students are able to

- Understand generative Al deeply, including its historical development

- Comprehend and implement prompt engineering to enhance productivity

- Apply generative Al into different areas

- Navigate the ethical, compliance, and risk aspects associated with Generative Al

Teaching and Learning Methods:

The lecture is supplemented by integrated exercises, demonstrations and practical components.
The exercises serve to consolidate the theoretical content and should be solved in small groups.
Occasionally, individual exercises can also be set as voluntary homework. Students should be
encouraged to repeat and experiment independently. The evaluation of your learning will be based
on project report and the final presentation.

Media:
Slides, exercise sheets, board etc.

Reading List:

- Generative Al: Perspectives from Stanford HAI:
https://hai.stanford.edu/sites/default/files/2023-03/Generative_Al_HAI_Perspectives

- Generative Al at Work:

https://www.nber.org/system/files/working_papers/w31161/w31161.pdf

- Proactive Risk Management in Generative Al:
https://www2.deloitte.com/us/en/pages/consulting/articles/responsible-use-of-generati ve-ai.html
- Attention is All You Need:

https://research.google/pubs/pub46201/

Responsible for Module:
Chen, Chunyang, Prof: chun-yang.chen@tum.de
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Courses (Type of course, Weekly hours per semester), Instructor:
Ubungen zu: Foundations and Application of Generative Al (CITHN2014) (Ubung, 2 SWS)
Chen C

Foundations and Application of Generative Al (CITHN2014) (Vorlesung, 3 SWS)
Chen C

For further information in this module, please click campus.tum.de or here.
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CITHN4012: Guided Research | Guided Research

Module Description

CITHN4012: Guided Research | Guided Research

Version of module description: Gultig ab summerterm 2024

Module Level: Language: Duration: Frequency:
Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
10 300 300 0

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Type of Assessment: research paper

The research paper (8-12 pages) is used to test the students' mastery of scientific methods
(literature research, topic identification, etc.) and their ability to structure and write a scientific text
in English on a concrete task from the field of information engineering. The talk or presentation
(duration 20-40 minutes) shows their experience in presenting their methodically developed project
results reduced to the essential core in an illustrated and comprehensible way to an audience
(weighting: 80/20).

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None

Content:

- Topic identification and incremental specification of the task in close consultation with the advisor.
- Independent scientific literature research (under guidance of or in consultation with the advisor)
in order to develop a comprehensive overview of the current state of research in a delimited topic
area.

- Development of an own (narrowly defined) result using scientific methods. Emphasis is placed on
intensive study of the literature and the preparation of scientific texts.

- Regular meetings with the advisor provide feedback on the results achieved so far, give hints

for improvements of the contents and working techniques as well as suggestions for the further
procedure.

- Preparation of a concise report of results at a scientific level in English.

- If reasonable and possible, submission of a paper to a professional conference.

- If reasonable and possible, participation in a relevant professional conference.
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The chairs (professors) choose suitable topics from their subject area that are related to
information engineering, ususally a sub-aspect of one of their research projects. Chairs assist
students in learning professional and scientific skills. Topics may come from the following areas of
information engineering, among others: databases, compiler construction, information systems,
networks, groupware, graphics, robotics, image processing.

Intended Learning Outcomes:

After successful participation in the module, the students have the ability to apply the basic tools
for independent scientific work for the structured development of a thematically limited, research-
related task from the field of information engineering. In particular, the participants are able to
independently conduct a scientific literature search to determine the current state of research in a
defined, challenging subject area in information engineering, to analyze and evaluate the essential
aspects of a scientific subfield of information engineering, to develop their own (narrowly defined)
results using scientific methods, and to structure and create their own scientific texts in English. In
addition, they have experience with the presentation of the respective results in a short lecture.

Teaching and Learning Methods:

The module consists of a research project. Knowledge and skills are acquired independently, in
project work and via questioning-developing methods. Students are motivated to independently
review literature and summarize documents. They develop a solution to a limited research-related
problem within a given/limited time frame of 6 months and to the extent of 300 self-study hours.

Media:
Will be announced by the advisor before the start of the project

Reading List:
Will be announced by the advisor before the start of the project

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN4013: Introduction to Natural Language Processing | Introduction to Natural Language Processing

Module Description

CITHN4013: Introduction to Natural Language Processing | Introduction
to Natural Language Processing

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Laboratory assignment. The grade will be calculated from the average results of the write up
of four labs, on part-of-speech tagging, sentiment analysis, machine translation and language
modeling

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Basic knowledge of Python, INHNOOOG6 Introduction to Software Engineering

Content:

1. Develop a fundamental understanding of natural language processing
2. Basic machine learning approaches

3. Practical applications and tools in NLP

4. Hand-on skills in development and evaluation

Intended Learning Outcomes:

The supervising chair offers this module. The topics are selected based on their research and
education preferences related to natural language processing.

1. An overview of fundamental NLP concepts and techniques: Understanding the basics of text
preprocessing, tokenization, part-of-speech tagging, named entity recognition, and syntactic
parsing, including key algorithms and models used in NLP.

2. Introduction to machine learning approaches in NLP: Familiarity with basic machine learning
models and methods applied to NLP tasks such as text classification, sentiment analysis, and
machine translatio, as well as an understanding of rule-based and statistical approaches.
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3. Introduction to practical applications and tools for NLP: Gaining hands-on experience with NLP
tools and libraries, such as NLTK and spaCly.

4. Hands-on skills in NLP project development and evaluation: Developing practical skills in
designing, implementing, and evaluating NLP projects, including understanding the ethical
considerations and addressing challenges such as bias and data privacy in NLP applications.

Teaching and Learning Methods:

Students are expected to learn basic concepts about implementing natural language processing
systems. Participants practice design work through elementary exercises and project work in small
groups. The results of teamwork are required in the form of reports and presentations.

Media:
Beamer, slides, whiteboard, BBB, Gitlab, Artemis, development environment

Reading List:
Dan Jurafsky and James H. Martin (2023). Speech and Language Processing (3rd ed. draft)

Responsible for Module:
Fraser, Alexander, Prof. Dr: alexander.fraser@tum.de

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN4014: Empirical Methods for Software Engineering | Empirical Methods for Software Engineering

Module Description

CITHN4014: Empirical Methods for Software Engineering | Empirical
Methods for Software Engineering

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

There is a written examination (60 minutes) on lecture and exercise contents. The examination
will evaluate the understanding of empirical methods used in software engineering research, their
application areas, benefits and drawbacks. Students are allowed to use a cheat sheet (one page,
two-sided, hand-written). The final grade is the grade from this exam. In addition, students get a
0.3 bonus if they receive more than 80 % of the marks on their homework project.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
At least basic knowledge of software engineering as from the module Introduction to Software
Engineering (INHNOOOG)

Content:

* Philosophy of science

* Qualitative and quantitative methods
 Systematic literature analysis, surveys, interviews
» Experiments and case studies

» Writing and publishing

* Descriptive and inferential statistics

* Case study research

» Homework project: Design your own study
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Intended Learning Outcomes:

The participants have an overview of the research methods commonly used in software
engineering and can apply a selection, especially empirical methods. They can apply statistical
methods to address practical issues and research work in software engineering.

Teaching and Learning Methods:

The module combines lectures and tutorials as main teaching methods. The lecture sessions
contain traditional presentations by the lecturer and short exercises for the students. The tutorials
follow the content of the lecture sessions. For each tutorial session, there is a worksheet that the
students can work on during the sessions containing aspects of the empirical methods presented
in the lectures. There are tutors present to support the students.

Furthermore, the students will work in groups to design their own study in software engineering as
a homework project. They regularly have to submit parts of the design and get feedback from the
tutors.

Media:
Slides, Whiteboard, Script, Additional Literature

Reading List:

» Shull, Singer, Sjgberg (Eds.). Guide to Advanced Empirical Software Engineering. Springer,
2008.

* Felderer, Travassos (Eds.). Contemporary Empirical Methods in Software Engineering. Springer,
2020.

Responsible for Module:
Wagner, Stefan, Prof. Dr: stefan.wagner@tum.de

Courses (Type of course, Weekly hours per semester), Instructor:
Ubungen zu Empirische Methoden im Software Engineering (CITHN4014) (Ubung, 1 SWS)
Wagner S [L], Wagner S

Empirical Methods for Software Engineering (CITHN4014) (Vorlesung, 3 SWS)
Wagner S [L], Wagner S
For further information in this module, please click campus.tum.de or here.
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CITHN4015: GPU Computing | GPU Computing [GPUC]

Module Description

CITHN4015: GPU Computing | GPU Computing [GPUC]

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 105 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
The 60 minute exam evaluates the understanding of GPU parallel processing paradigms. The
students are allowed to use a cheat sheet (one page double-sided hand-written) notes.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Parallel Computing (CITHN2003), Introduction to C++ (CITHN2012)

Content:

* Parallel programming basics

* GPU hardware architecture

* GPU programming models and usage

* Memory and execution hierarchies.

* Tensor cores and maximizing parallelism.

* Debugging and profiling GPU programs

* Data races, locks and atomics

* Scheduling on GPUs: Streams, queues and graphs
* Multi-GPU and distributed GPU programming

* Vendor libraries: Basics, functionality and usage.

Intended Learning Outcomes:

* The students understand GPU architectures.

* They are able to write GPU kernels in GPU programming languages (CUDA/HIP/SYCL) and
launch the kernels as part of a C/C++ program.

* They understand the GPU execution hierarchy.
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* They understand the GPU memory hierarchy and know the concepts of shared memory, global
memory, and registers.

* They can map algorithms to GPU programming models, and choose suitable strategies.

* They understand how to debug and profile GPU programs

* They can estimate, reason and they correct the performance of different types of GPU programs.
* Additionally, students propose, design and build a small GPU application, transferring concepts
and ideas

taught in the module to a concrete setting.

Teaching and Learning Methods:

The module consists of a mix of the professor presenting the concepts and hands-on exercises
applying in which the students apply the concepts and dive into GPU programming. The main
component of the practical are the homework exercises that compose of small hands-on projects
in which the students independently solve small programming challenges. The solutions will be
presented in the following session. Thus, the module overall can be characterized as project-based
learning in which the students acquire a deeper knowledge through active exploration of real-world
challenges and problems.

Media:
Presentation, Hands-On Exercises

Reading List:
CUDA by Example: An Introduction to General-Purpose GPU Programming, Sanders & Kandrot

Responsible for Module:
Anzt, Hartwig; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
GPU Computing (CITHN4015) (Vorlesung, 3 SWS)

Anzt H [L], Nayak P, Anzt H

For further information in this module, please click campus.tum.de or here.
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CITHN4017: Computational Geometry | Computational Geometry

Module Description

CITHN4017: Computational Geometry | Computational Geometry

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
5 150 90 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The exam takes the form of a 90 minutes written examination. In the written exam, based on the
given questions, the students are expected to demonstrate understanding of the conceptual and
mathematical basics of algorithm analysis and efficient data structures in a geometry context.
Students must recognize and analyze typical algorithmic problems and be able to find efficient
solutions within a limited scope of time. There will be approximately one voluntary homework per
week, which shall take about 60—120 minutes to solve. The lecturer can offer that the homework
solutions produced by the students are corrected such that the students receive individual
feedback.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:

Discrete Structures

Foundations of Algorithms and Data Structures
Information Theory and Theoretical Informatics

Content:

In many areas of computer science (e.g., robotics, computer graphics, virtual reality, and
geographic information systems) it is necessary to store, analyze, generate or manipulate spatial
data. This lecture deals with computational aspects of these tasks: Techniques needed to design
and analyze geometric algorithms and data structures will be learned. Where possible, the
techniques are illustrated using problems from other application areas. Concepts learned include
sweep-line methods, convex hulls, range trees, localization queries, Voronoi diagrams, and
geometric duality.
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Intended Learning Outcomes:

Students are familiar with the most important concepts and methods in the field of computational
geometry. They can decide which algorithms or data structures are suitable for solving a given
geometric problem. Students are able to analyze new problems and come up with their own
efficient solutions based on the concepts and techniques learned in the lecture.

Teaching and Learning Methods:

The module consists of lectures and tutorials. The content of the lectures is conveyed by
presentations of the scientific material. By solving homework assignments, the students are
encouraged to work on topics that build on each other. This will help to understand, apply and
adapt the methods learned in the lectures. Solutions of the homework assignments are discussed
in the tutorials.

Media:
Slides, whiteboard, homework assignments

Reading List:
Mark de Berg, Otfried Cheong, Marc van Kreveld, Mark Overmars: Computational Geometry:
Algorithms and Applications. 3rd Edition, Springer-Verlag, 2008.

Rolf Klein : Algorithmische Geometrie: Grundlagen, Methoden, Anwendungen. 2nd Edition,
Springer-Verlag, 2005.

Ketan Mulmuley : Computational Geometry: An Introduction Through Randomized Algorithms. 1st
Edition, Prentice Hall, 1993.

Responsible for Module:
Kobourov, Stephen; Prof. Ph.D.

Courses (Type of course, Weekly hours per semester), Instructor:
Computational Geometry (CITHN4017) (Vorlesung mit integrierten Ubungen, 4 SWS)
Kobourov S [L], Forster H, Zink J

For further information in this module, please click campus.tum.de or here.
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CITHN4018: Mathematical Foundation of Cryptography | Mathematical Foundation of Cryptography [MATHEMATICAL
FOUNDATIONS OF CRYPTOGRAPHY]

Module Description

CITHN4018: Mathematical Foundation of Cryptography | Mathematical
Foundation of Cryptography [MATHEMATICAL FOUNDATIONS OF
CRYPTOGRAPHY]

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 210 135 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
By default, the assessment is by means of a written exam of 90 minutes.

If only a few students have registered for an examination,

alternatively an oral exam may be announced the latest four weeks before the scheduled date of
the

examination.

The examination will focus on whether the examinee

- understands the needs for (pseudo)randomization in cryptography, and the difference between
randomness and pseudorandomness;

- can explain the definition of secure cryptographic scheme under different kinds of attacks, and
the definitions of the most important cryptographic primitives;

- can explain the assumptions underlying public-key cryptography, in particular their relation to
complexity theory;

- can apply the definitions to decide if a simple cryptographic scheme is secure or not;

- can describe basic cryptographic schemes and constructions (i.a. rCTR, NMAC, CBC-MAC,
ENC-THEN-MAC, OAEP, FDH, PSS, DH, Elgamal, hybrid encryption);

- can construct provably-secure cryptographic schemes based on these constructions and
primitives;

- can explain the advantages and disadvantages of private-key and public-key cryptography;

- can describe and apply the algebraic and number theoretic results underlying RSA- and DLP-
based cryptography, specifically properties of finite commutative groups, distribution of primes, and
generation of pseudorandom primes;

- can compute in the algebraic structures underlying RSA- and DLP-based cryptographic
primitives;
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- can compute in simple elliptic curves;

- can explain the basic advantages and disadvantages of elliptic curves in DLP-based
cryptography;

- can explain the definition of zero-knowledge proofs and their use in cryptography;

- knows the basic assumptions on which post-quantum cryptographic schemes are based on.
(non-exhaustive list; no claim to completeness)

Repeat Examination:
End of Semester

(Recommended) Prerequisites:

CITHN2010 Cryptography, INHNOO013 Information Theory and Theoretical Informatics, INHNO0O4
Discrete Structures, INHNOO20 Discrete Probability Theory, INHNOOO4 Discrete Structures, basic
knowledge of Python

Content:

The lecture builds up on CITHN2010 with a greater focus on the underlying theory. The study of
concrete block ciphers or hash functions is of lesser concern, more important is to understand the
basic assumptions underlying modern cryptography and their relation to complexity theory.

- Theoretical foundations:

++ Definitions of security: perfect secrecy, computational security (IND-CPA,IND-CCA,IND-CC2),
semantic security

++ Cryptographic primitives and pseudorandomness: pseudorandom number generators (PRG),
-functions (PRF) and -permutations (PRP), one-way functions (OWF) and -permutations (OWP)
(with trapdoor (TDP)), cryptographic hashfunctions, optional: tweakable block ciphers (TBC)

++ Basics of group- and number theory, and elliptic curves

- Symmetric cryptography:

++ Construction of encryption schemes using block ciphers: rOFB, rCTR, rCBC, OCB

++ Construction of message-authentication-codes: CBC-MAC, NMAC, HMAC, Merkle-Damgard
++ Related assumptions, proofs of security.

- Asymmetric cryptography:

++ The RSA-problem and derived encryption and signature schemes: RSA-OAEP, RSA-FDH,
RSA-PSS

++ The discrete logarithm and derived schemes: Diffie-Hellman protocol, El Gamal, DH-KEM, DSA
++ Related assumptions, proofs of security.

++ Zero-knowledge proofs, and non-interactive zero-knowledge proofs using the random oracle
(Fiat-Shamir heuristic)

- Basics of post-quantum cryptography
++ Underlying assumptions (e.g. linear codes, lattices).
++ Overview of post-quantum cryptographic schemes
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Intended Learning Outcomes:

After successful completion of this module, the students can

- understand and analyze the basic primitives used in symmetric and asymmetric cryptography

(in particular can differentiate between PRG, PRF, PRP, strong PRP, UOWHF, CRHF, DDH, CDH,
factorization, QRP),

- understand and analyze the standard definitions of security for cryptographic schemes (in
particular can distinguish between IND-CPA, IND-CCA1/2, non-malleability, EUF, semantic
security).

- can analyze cryptographic schemes derived from these primitives w.r.t. the standard definitions of
security,

- understand and can apply the underlying algebraic results to implement basic versions of
standard public-key cryptographic schemes.

- understand the related results from complexity theory.

- remember basic facts regarding Shor's algorithms, understand the need for post-quantum
cryptography, and understand the basic assumptions currently used in post-quantum cryptography.

Teaching and Learning Methods:

The lecture will first introduce the concepts, definitions, results, algorithms by means of examples,
and then proof the correctness of the most important results and the used algorithms. Additionally,
(bi-)weekly exercise sheets will be published for practicing the basic definitions, implementing

the discussed algorithms, and also discussing extensions of the results proven in the lecture to
further deepen the understanding. Students are supposed to try to solve the exercises at home
and discuss their solutions during the tutorials.

Media:
Lecture slides, blackboard, programming examples

Reading List:
- Main reference: Introduction to Modern Cryptography by Jonathan Katz and Yehuda Lindell
- See the moodle course page for further references for specific topics.

Responsible for Module:
Luttenberger, Michael; Prof. Dr. rer. nat. habil.

Courses (Type of course, Weekly hours per semester), Instructor:

Mathematical Foundation of Cryptography (CITHN4018) (Vorlesung mit integrierten Ubungen, 5
SWS)

Luttenberger M

For further information in this module, please click campus.tum.de or here.
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CITHN4019: Games on Graphs | Games on Graphs [Games on Graphs]

Module Description

CITHN4019: Games on Graphs | Games on Graphs [Games on Graphs]

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 210 135 75

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
By default, the assessment is by means of a written exam of 90 minutes.

If only a few students have registered for an examination,

alternatively an oral exam may be announced the latest four weeks before the scheduled date of
the

examination.

In the examination, students describe and apply algorithms for solving the types of games
discussed in the lectures. They show that they can apply these algorithms by solving problem
instances of smaller scale. Further, students have to show their understanding of the algorithms
and mathematical concepts by reproducing some of the proofs presented in the lecture and/or the
tutorials.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:

INHNOOO9 Computational Mathematics 1 - Linear Algebra, INHNOO13 Information Theory and
Theoretical Informatics, INHNO0OO4 Discrete Structures, INHN0020 Discrete Probability Theory,
INHNOOO08 Fundamentals of Algorithms and Data Structures, basic knowledge of Python

Content:
In the module students are introduced to the theory of games played on a (finite) graph (also:
recursive games with finite state space).
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By means of different variants of reachability games (with/without chance, turn-based/concurrent
moves) the students learn the basic definitions and algorithms in the field of mathematical game
theory.

Building up on the reachability games more involved quantitative (e.g. Markov decision processes,
discouted-payoff games, mean-payoff games, Shapely's stochastic games) and qualitative (e.g.
Parity, Rabin, Muller, Streett) variants are discussed.

Further the basics of synthesizing controllers from LTL specification will be discussed.

Optional topcis are: techniques for reducing memory consumption (e.g. BDDs), tool presentations
(e.g. PRISM, STRIX), games with partial observations, games on pushdown graphs, relations to
logics and set theory (e.g. Gale-Stewart games and Martin's determinacy result).

Intended Learning Outcomes:

After successfully completing the course students

- can solve turn-based two-players games with reachability, safety, Buchi, discounted payoff, mean
payoff, and parity games,

- can solve concurrent reachability games, Markov decision processes with discounted payoff, and
matrix games,

- understand the basics of LTL, omega-regular expressions, and their translation into automata and
turn-based games,

- understand the application to LTL synthesis,

- understand the application to the analysis of probabilistic programs (with concurrency),

- understand the basics of how to implement the related algorithms.

Teaching and Learning Methods:

The lecture will first introduce the concepts, definitions, results, algorithms by means of examples,
and then proof the correctness of the most important results and the used algorithms. Additionally,
(bi-)weekly exercise sheets will be published for practicing the basic definitions, implementing

the discussed algorithms, and also discussing extensions of the results proven in the lecture to
further deepen the understanding. Students are supposed to try to solve the exercises at home
and discuss their solutions during the tutorials.

Media:
Lecture slides, blackboard, programming examples

Reading List:

- Filar, Vrieze: Competitive Markov Decision Processes, Springer, 1996

- Gradel, Thomas, Wilke: Automata, Logics, and Infinite Games, Springer 2002
- See the moodle course page for further references for specific topics.

Responsible for Module:
Luttenberger, Michael; Prof. Dr. rer. nat. habil.
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Courses (Type of course, Weekly hours per semester), Instructor:

Games on Graphs (CITHN4019) (Vorlesung mit integrierten Ubungen, 5 SWS)
Luttenberger M

For further information in this module, please click campus.tum.de or here.
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MGTHNO0095: Social Media Marketing | Social Media Marketing

Electives in Management & Economics | Wahimodule
Wirtschaftswissenschaften

Module Description

MGTHNO0095: Social Media Marketing | Social Media Marketing

Version of module description: Giltig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester summer semester
Credits:* Total Hours: Self-study Hours: Contact Hours:

6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Grading based on a written multiple-choice examination of 90 minutes (100%) with 35 multiple-
choice assignments, designed to assess students’ ability to outline and explain core concepts

of social media marketing in a structured manner. The exam includes both knowledge-based
questions and applied tasks that require students to demonstrate their understanding of electronic
word-of-mouth marketing, influencer marketing, and digital consumer feedback. Additionally,

case studies or practical scenarios will be used to evaluate students’ ability to critically reflect on
emerging topics such as meme marketing or social media firestorms.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Completed course on fundamentals in Marketing (mandatory)

Content:

Social media have gained strong importance in both practice and academia. Corresponding
digital technologies changed the way how consumers communicate, how they gather information,
and how they spend large portions of their life. In this spirit, social media also opened up new
opportunities for marketers to target and reach potential customers online. The lecture will cover
the basics of social media (marketing), (electronic) word-of-mouth marketing, endorser marketing,
cancelling, meme marketing, decoding digital consumer feedback, and new social media formats.
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Intended Learning Outcomes:

Upon successful participation, students will be able to outline core concepts of social media

and social media marketing. Students will understand and be able to explain the importance of
electronic word of mouth marketing. Moreover, students will be able to outline differences between
endorser and influencer marketing. They will be capable to explain key mechanism of influencer
marketing and persuasion processes. Students will have an understanding of novel topics in
social media marketing as well, these include meme marketing, the threat of cancelling or social
media firestorms. Students will have an overview of approaches to analyze social media data for
marketing purposes. Students will be aware of new directions in social media and will be able to
discuss what this implies for stakeholders. Finally, students will be capable to read and understand
current research in social media marketing and to discuss their findings.

Teaching and Learning Methods:
The lecture will consist of input by the lecturer with interactive class discussions. Lectures will
include critical discussions of scientific papers.

Media:
PowerPoint, videos, Al image generation software, research papers, virtual reality devices,
exercise sheets

Reading List:

Ismagilova, Elvira; Dwivedi, Yogesh K.; Slade, Emma; Williams, Michael (2017): Electronic Word
of Mouth (eWOM) in the Marketing Context. A State of the Art Analysis and Future Directions:
Springer.

Appel, G., Grewal, L., Hadi, R., & Stephen, A. T. (2020). The future of social media in marketing.
Journal of the Academy of Marketing Science, 48(1), 79-95.

Further reading material will be provided in the course.

Responsible for Module:
Meil3ner, Martin; Prof. Dr. rer. pol.

Courses (Type of course, Weekly hours per semester), Instructor:
Social Media Marketing (MGTHNO0095) (Vorlesung, 4 SWS)

Volkmer S

For further information in this module, please click campus.tum.de or here.
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MGTHNO0097: CEO Leadership Series | CEO Leadership Series

Module Description

MGTHNO0097: CEO Leadership Series | CEO Leadership Series

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The exam is a scientific work that consists of the following two components: 1) Students will
individually submit written contributions in the form of questions to the CEOs and voluntarily, in a
group of 2 students, an analysis of CEOs and their companies (50%). The individual submission
includes 12 questions, which need to be lecture-specific, referring to the concepts presented in the
first lecture, such as leadership skills, which include, for instance, decision-making, critical thinking,
or employee motivation based on theoretical frameworks that include institutional theory, upper
echelon theory, and stakeholder theory. The group work is a report of approximately 500-1,500
words per group, whereby each student adds at least one chapter of analysis. This can include

an analysis of leadership style, decision-making processes, organizational culture, succession
planning, or the alignment of leadership strategies with overall business objectives. The scientific
work examines the extent to which the students can understand leadership skills in theory and
practice. It evaluates if students are able to analyze companies and leaders, as well as their
behavior, and apply their knowledge of leadership by interacting with CEOs. Students will further
participate in a short quiz immediately after each CEO visit to test their understanding of the topics
discussed. 2) Oral participation will be graded (50%). In the second half of the lecture, which lasts
approximately one hour, students ask questions to the CEOs. They are supposed to actively and
individually contribute to the talk on stage. The oral participation checks that the students are

able to listen and comprehend the talks and transfer and apply the concepts by asking related
questions. Students will also gain practical knowledge and be able to improve their discussion- and
soft skills.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Required are very good English language skills, as well as an understanding of basic principles of
management, innovation and organization.
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Content:

This module is the flagship event of TUM C.HN and will take place on Tuesdays or Fridays at 3 pm
(each date will

feature one guest). It covers practical insights on firm strategies, whereby lessons can be learned
from CEOs

themselves. The covered strategy topics may include internationalization, the analysis of the
internal and external

environment as well as M&A and other types of strategic alliances. This course also provides
students with valuable

insights for their future work as strategizers in a corporate environment.

Please note: Registration is mandatory. There will be a participants list at the entrance and police
presence for each

event.

The guests for the winter semester 2023/24 are e.g.,: Dr. Roland Busch (CEQO, Siemens AG),
Christine Grotz (CEO,

Weber-Hydraulik), Astrid Teckentrup (CEO, Procter & Gamble (DACH)), René Obermann (CEO,
Deutsche Telekom AG (2006-2013)), Gerd Chrzanowski (CEO, Schwarz Gruppe).

Intended Learning Outcomes:

After attending this course, students will have gained knowledge on leadership skills and firm
strategies in practice through attending podium discussions and actively participating in Q&A
sessions with CEOs. They will be able to analyze companies and leaders, as well as their
behavior, and apply their knowledge of leadership by interacting with CEOs. With this approach,
students will gain practical knowledge and are additionally able to improve their discussion- and
soft skills.

Teaching and Learning Methods:

In this seminar, there will be both Q&As and podium discussions with CEOs. Students will get in
contact with several CEOs and managers of real-life companies, analyze their leadership skills
and concepts, and interact with them in Q&A sessions. For this, the students should individually
prepare and hand in questions for the CEOs as well as analyses of the companies and CEOs
themselves. Moreover they should actively participate in all the sessions.

Media:
Powerpoint

Reading List:
Thd.

Responsible for Module:
Li, Chengguang; Prof. Dr. rer. pol.

Courses (Type of course, Weekly hours per semester), Instructor:
CEOQO Leadership Series (MGTHNO097) (Seminar, 4 SWS)
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Li C, Meng Y, Pohl R
For further information in this module, please click campus.tum.de or here.
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MGTHNO0130: CEO Strategy Series | CEO Strategy Series

Module Description

MGTHNO0130: CEO Strategy Series | CEO Strategy Series

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The exam is a scientific work that consists of the following two components: 1) Students will
individually submit written contributions in the form of questions to the CEOs and voluntarily, in a
group of 2 students, an analysis of CEOs and their companies (50%). The individual submission
includes 12 questions, which need to be lecture-specific, referring to the concepts presented in the
first lecture, such as Strategic Management concepts and their implications for practical strategic
decisions. The group work is a report of approximately 500-1,500 words per group, whereby each
student adds at least one chapter of analysis. This can include external factors such as market
trends, industry competition (e.g., Porter’s Five Forces), and macroeconomic influences (PESTEL
analysis), as well as internal aspects like organizational structure, competitive positioning, and
core capabilities, or diversification strategies, such as M&As and strategic alliances. The scientific
work examines the extent to which the students can understand firm strategies in theory and
practice. It evaluates if students are able to analyze companies and leaders, as well as their
behavior, and apply their knowledge of strategy-making by interacting with CEOs. Students will
further participate in a short quiz immediately after each CEO visit to test their understanding of the
topics discussed. 2) Oral participation will be graded (50%). In the second half of the lecture, which
lasts approximately one hour, students ask questions to the CEOs. They are supposed to actively
and individually contribute to the talk on stage. The oral participation checks that the students are
able to listen and comprehend the talks and transfer and apply the concepts by asking related
questions. Students will also gain practical knowledge and be able to improve their discussion- and
soft skills.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
Required are very good English language skills, as well as an understanding of basic principles of
management, innovation and organization.
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Content:

This module is the flagship event of TUM C.HN and will take place on Tuesdays or Fridays at

3 pm (each date will feature one guest). It covers practical insights on firm strategies, whereby
lessons can be learned from CEOs themselves. The covered strategy topics may include
internationalization, the analysis of the internal and external environment as well as M&A and
other types of strategic alliances. This course also provides students with valuable insights for their
future work as strategizers in a corporate environment.

Please note: Registration is mandatory. There will be a participants list at the entrance and police
presence for each event.

The guests for the winter semester 2023/24 are e.g.,: Dr. Roland Busch (CEQO, Siemens AG),
Christine Grotz (CEO, Weber-Hydraulik), Astrid Teckentrup (CEO, Procter & Gamble (DACH)),
René Obermann (CEO, Deutsche Telekom AG (2006-2013)), Gerd Chrzanowski (CEO, Schwarz
Gruppe).

Intended Learning Outcomes:

After attending this course, students will have learned about different perspectives of developing
and executing firm strategies in practice. They will be able to analyze companies and CEOs in
their function as strategizers, and apply the knowledge gained in an in-depth study of relevant
strategy literature by interacting with CEOs. Students will also have built a basic understanding of
research methods in strategic management and have gained the ability to discuss and elaborate
on scientific literature in the field. With this approach, students will gain theoretical and practical
knowledge and are additionally able to improve their discussion- and soft skills.

Teaching and Learning Methods:

In this seminar, there will be both Q&As and podium discussions with CEOs. Students will get

in contact with several CEOs and managers of real-life companies, analyze their strategies

and related concepts, and interact with them in Q&A sessions. For this, the students should
individually prepare and hand in questions for the CEOs that are built on before-hand analyses of
the companies and CEOs in their function as top-level strategizers inside their firms. Moreover they
should actively participate in all the sessions.

Media:
Powerpoint

Reading List:

1) Hanson, D., Hitt, M. A, Ireland, R. D., & Hoskisson, R. E. (2016). Strategic management:
Competitiveness and globalisation. Cengage AU.

2) Barney, J. B. (2002). Strategic management: From informed conversation to academic
discipline. Academy of Management Perspectives, 16(2), 53-57.

3) Nag, R., Hambrick, D. C., & Chen, M. J. (2007). What is strategic management, really? Inductive
derivation of a consensus definition of the field. Strategic management journal, 28(9), 935-955
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4) Smith, K. G., & Hitt, M. A. (Eds.). (2005). Great minds in management: The process of theory
development. OUP Oxford.

Responsible for Module:
Li, Chengguang; Prof. Dr. rer. pol.

Courses (Type of course, Weekly hours per semester), Instructor:
CEO Strategy Series (MGTHNO0130) (Seminar, 4 SWS)

Li C, Meng Y, Pohl R

For further information in this module, please click campus.tum.de or here.
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MGTHNO0182: Game Theory | Game Theory

Module Description

MGTHNO0182: Game Theory | Game Theory

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

This course introduces students to the principles and methods of game theory, the study of
strategic interaction among rational decision-makers. Game theory provides a rigorous framework
for analyzing situations where outcomes depend not only on one’s own choices but also on the
actions of others. The course focuses on formal modeling of strategic behavior and develops a
deep understanding of equilibrium concepts under complete and incomplete information.

The course is designed for students with strong analytical interest and a willingness to engage with
mathematical reasoning. It is particularly suitable for students considering a thesis or academic
career that draws on formal modeling, but it is equally valuable for anyone seeking a structured
way to think about competition, cooperation, signaling, incentives, or negotiation in business
settings.

Students will learn to analyze static and dynamic games, explore repeated interactions and
signaling problems, and understand how strategic environments shape decision-making. Weekly
sessions will be split into theory lectures and structured exercises. All assessment is based on a
final 60 min. written exam (100%).

Repeat Examination:
Next semester

(Recommended) Prerequisites:
a solid quantitative training

Content:

Subject-specific content

« Strategic interaction in economic and managerial contexts
* Conflict, cooperation, and incentives in multi-agent settings
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* Decision-making under complete and incomplete information
* Applications to negotiation, pricing, entry deterrence, signaling, reputation, or related concepts

Methodological content

» Formal modeling of static and dynamic games

* Equilibrium concepts (Nash, subgame perfect, Bayesian, sequential)
* Quantitative analysis and logical reasoning in strategic environments

Intended Learning Outcomes:

Upon completion of the module, students can

« formally analyze strategic interactions using foundational models of game theory,

* evaluate the suitability of different equilibrium concepts for modeling competitive and cooperative
behavior,

» assess the implications of information structures and incentives in static and dynamic games,

» and critically examine strategic situations in economics and management using formal tools of
game-theoretic analysis.

Teaching and Learning Methods:

Lecture

The module is taught as a classical lecture combined with an exercise session, each held weekly
for two hours. The lecture introduces core concepts and formal results in game theory, supported
by structured examples and analytical reasoning. The accompanying exercise session deepens
understanding through problem solving and discussion of selected exercises.

Students are expected to study relevant textbook material in preparation for, or as a follow-up to,
each week’s sessions. The course is intensive and builds cumulatively—consistent independent
study and active engagement with the material are essential for success. The teaching approach is
designed to foster deep analytical insight and prepare students to apply game-theoretic reasoning
with precision and confidence.

Media:
Slides, whiteboard

Reading List:
Readings for general preparation:

* Osborne, M. J., & Rubinstein, A. (1994). A Course in Game Theory. MIT Press.
* Fudenberg, D., & Tirole, J. (1991). Game Theory. MIT Press.

Responsible for Module:
Wuttke, David; Prof. Dr. rer. pol. habil.

Courses (Type of course, Weekly hours per semester), Instructor:
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For further information in this module, please click campus.tum.de or here.
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WIHNOO012: Digital Finance | Digital Finance [DF]

Module Description

WIHNO0012: Digital Finance | Digital Finance [DF]

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The module examination consists of a 90-minute written exam, in which the candidates should
reproduce the knowledge imparted in the lectures. The students are also required to provide
transfer knowledge. It is tested whether students have understood how Digital Finance relates
to Traditional Finance and other financial research disciplices; which interdependencies exist
among the research disciplines, etc. Dangers and Opportunities of FinTech applications should
be understood in detail. Further, students are required to conduct and assess mathematical
calculations. The written exam also comprises open questions as well as multiple-choice-tasks.

Students may have the opportunity to improve their final grade by up to 0.3 points by voluntarily
participating in group work and presentations on selected topics in Digital Finance. This opportunity
depends on factors such as the number of participants and available capacity, and is decided on a
semester-by-semester basis by the instructor.

Repeat Examination:
Next semester

(Recommended) Prerequisites:

Basic knowledge of corporate finance/financial mathematics is required (e.g. material covered
in the course Corporate Finance); joint election with the module "Advanced Seminar in Finance/
Accounting: Current Research Topics in Digital Finance" highly recommended

Content:

The aim of the course is to give a comprehensive overview on Digital Finance, not covered
elsewhere in courses of Corporate Finance within the Master in Management. It provides a
coverage of the most recent relevant topics in the field of Digital Finance. Basic knowledge in the
field of financial mathematics is a pre-requisite.
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The module comprises the most important and most recent developments in Digital Finance.
Specifically, it comprises (but is not limited to) the following areas:

- History of Digital Finance and how it relates to other financial research disciplines;
- Robo-Advisors;

- Crowd Funding;

- Peer-2-Peer-Lending;

- Social Media in Finance;

- Digital Payments;

- Cryptocurrencies;

- Digital Technologies (Big Data and Machine Learning; Textual Analysis; Blockchain)
- Cybersecurity;

- Digital Finance and the Market Efficiency Debate;

- The Future of Digital Finance;

- Regulation;

- efc.

Intended Learning Outcomes:

The students acquire detailed knowledge on how technological innovations are changing existing
financial services and products, their implications and possible applications within the financial
industry. Specifically, upon completion of the module, students will be able to identify changes and
opportunities of Digital Finance and its implications for the overall macroeconomic stability.

Also, students will be able to fully understand limitations of the digital transformation within the
financial industry and its underlying causes. Finally, the students will be able to assess how and
why digital finance applications influence the market (in-)efficiency of existing financial markets.
In particular, the students are able to analyze complex financial market relations while taking into
consideration various influencing factors (as for instance irrational investor behavior).

Teaching and Learning Methods:
Types of instruction comprise lecture courses as well as practical courses;

Methods of teaching include lectures, presentations as well as guest lectures;

the learning methods of the students primarily comprise the following activities:
- Follow-up of course contents;

- Exercise and execution of financial calculations;

- Preparation and executation of presentations;

- Ability to answer advanced thematic issues;

- etc.

The chosen types of instruction / methods of teaching are considered adequate to foster/extend
the students' ability to fully understand and elaboratethe in-depth the thematic content.
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Media:
Lecture slides; whiteboard; exercise sheets; exercise portfolio; flipchart; powerpoint; films

Reading List:

Due to the topicality of this lecture, the usage of reference books is only possbile in a limited
manner. Still, the below-listed references are considered as a solid starting point for the contents of
this lecture.

Goldstein, I., Jiang, W., & Karolyi, G. A. (2019). To FinTech and Beyond. The Review of Financial
Studies, 32(5), 1647-1661.

Chuen, D. L. K., & Deng, R. H. (2017). Handbook of blockchain, digital finance, and inclusion:
Cryptocurrency, FinTech, InsurTech, regulation, ChinaTech, mobile security, and distributed ledger.
Academic Press.

Fatas, A. (Ed.; 2019). The Economics of Fintech and Digital Currencies. CEPR Press.
If applicable, further literature will be announced at the first session.

Responsible for Module:
Muiller, Sebastian; Prof. Dr. rer. pol.

Courses (Type of course, Weekly hours per semester), Instructor:
Digital Finance (WIHN0012) (Vorlesung mit integrierten Ubungen, 4 SWS)
Breitung C, Miller S

For further information in this module, please click campus.tum.de or here.
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WIHNO0018: Economics and Management of Platforms | Economics and Management of Platforms

Module Description

WIHNO0018: Economics and Management of Platforms | Economics and
Management of Platforms

Version of module description: Gultig ab winterterm 2019/20

Module Level: Language: Duration: Frequency:
Master English one semester summer semester
Credits:* Total Hours: Self-study Hours: Contact Hours:

6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Seminar paper with presentation: Each student will be assigned a reader of research papers, book
chapters, and case studies to work on. To pass the course, students have to write a seminar paper
and present the seminar paper in class.

Repeat Examination:
Next semester

(Recommended) Prerequisites:

very strongly recommend you previously attend an introductory course on economics (e.g.,
“Principles of Economics”) and management (e.g., “International Management”). Also, the
attendance of a course on empirical research methods (e.g., "Empirical Research Methods in
Management and Economics") is recommended.

Content:

Digital platforms (e.g., Uber, iOS, AirBnB) are transforming entire industries. The drivers of platform
markets’ success are complex, and the successful setup and management of a platform requires

a sound theoretical understanding of the concepts of network effects, two-sided markets, and
complementarity.

The seminar seeks to provide an advanced understanding of the following questions:
- What are digital platforms and how do they impact markets?

- Which economic principles underlie platforms?
- What strategies enable firms to successfully establish platforms?
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Intended Learning Outcomes:

Knowledge Objectives

After the course, students will be able to:

- Understand the concept of digital platforms from a managerial and economic perspective
- Understand the economic impact of platforms

- Outline the economic principles underlying platforms

- Craft and evaluate strategies for the effective management of digital platforms

Skills Objectives

- Improve diagnostic and analytical skills (i.e., structured problem-solving)

- Build up critical thinking and interpretation skills

- Enhance verbal and argumentation skills via presentations and group discussions

Teaching and Learning Methods:

The introductory session will provide an introduction into the key concepts and academic writing
in a lecture-style. The largest share of this course will be based on interactive discussions among
course participants and based on the presentations of the course participants. A large share of
learning will occur through you preparing for the in-class session.

Media:

Reading List:

- Shapiro, Carl, and Hal R. Varian. Information rules: a strategic guide to the network economy.
Harvard Business Press, 1998.

- Parker, Geoffrey G., Marshall W. Van Alstyne, and Sangeet Paul Choudary. Platform revolution:
how networked markets are transforming the economyand how to make them work for you. WW
Norton & Company, 2016.

Responsible for Module:
Forderer, Jens; Prof. Dr. rer. pol.

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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WIHNO0O019: Inventory Management | Inventory Management

Module Description

WIHNO0019: Inventory Management | Inventory Management

Version of module description: Gultig ab winterterm 2025/26

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
In order to check the learning outcomes an oral exam (20 minutes) is performed.

Repeat Examination:
Next semester

(Recommended) Prerequisites:

- the content of the course Production and Logistics
- Basics in probability calculus

- Programming skills in Python

Content:

The following topics are discussed 1) Analysis of

Demand Data for Inventory Control, 2) ABC Analysis, XYZ Analyis

3) Performance measures for inventory control 4) Inventoy

control policies 5) Service and cost oriented
approaches 6) Optimization of cycle stock

7) Joint replenishments 8) Optimization of
safety stock 9) Managing Spare Parts Inventories

10) Multi echelon inventory systems
11) Inventory Management in the idgital Age

Intended Learning Outcomes:

The students

- know fundamental problems and trade-offs while managing
inventories in supply chains,

- are able to model inventory problems,

- know common inventory policies and are able to analyse them,
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- can determine optimal policy parameters for common inventory
policies,

- are able to use stochastic inventory models to optimize safety
stock.

Teaching and Learning Methods:
Case studies, presentation, discussions, computer work

Media:

Reading List:

- Kiesmiiller,G.P. (2024) Inventory Management. Books on demand
- Tempelmeier, H. (2006): Inventory Management in Supply
Networks. 2nd edition. Books on demand

- Axsater, S. (2004): Inventory Control. Kluwer’s International
Series.

- Montgomery D.C.; Runger, G.C. (2003) Applied Statistics and
Probability for Engineers. 3rd edition. Wiley

Responsible for Module:
Kiesmdiller, Gudrun; Prof. Dr. rer. nat. Dr. rer. pol. h. c.

Courses (Type of course, Weekly hours per semester), Instructor:

Inventory Management (WIHN0019) (Vorlesung mit integrierten Ubungen, 4 SWS)
Kiesmuller G

For further information in this module, please click campus.tum.de or here.

Module Catalog of the study program M.Sc. Information Engineering
Generated on 18.08.2025

93 of 529


campus.tum.de
https://campus.tum.de/tumonline/WBMODHB.wbShowMHBReadOnly?pKnotenNr=1811448&pOrgNr=49857

WIHNO0022: Advanced Seminar Operations & Supply Chain Management: Operations Management | Advanced Seminar
Operations & Supply Chain Management: Operations Management

Module Description

WIHNO0022: Advanced Seminar Operations & Supply Chain
Management: Operations Management | Advanced Seminar Operations
& Supply Chain Management: Operations Management

Version of module description: Gultig ab winterterm 2019/20

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
6 180 120 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination consists of a written Seminar paper (75%) to check the learning outcomes 1-5,
as well as an oral presentation (25%) in order to check leraning outcome 6. The seminar paper
should cover 15 - 20 pages and is written in the style of current publications of peer-reviewed
journal articles. At the end of the module students present their work in a 20 minutes presentation
+ 15 minutes discussion and have to initialize and moderate the discussion on a selected paper of
their fellow participants.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
The courses Management Science and Production and Logistics

Content:
The advanced seminar in logistics and supply chain management focuses on recent research
progress on varying topics, e.g. after sales service, procurement.

- In a seminar on After Sales Service the following topics can be discussed: Forecasting Spare
parts Demand, Inventory Management of Spare Parts, Reliability Analysis, Maintenance
Strategies, Level of Repair Analysis, Repair Kit Problem, Design of Service Supply Chains,
Additive Manufacturing of Spare Parts

-In a seminar on procurement the following topics can be discussed: outsourcing, global sourcing,
multiple sourcing, order splitting, e-procurement, auctions, procurement on online spot markets,
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Intended Learning Outcomes:

The objective of the module is to equip the participants with the necessary skills and tools for a
successful master thesis project. Specifically, the aim is to be able to:

1 Read and understand recent research contributions

2 Pursue interesting research questions

3 Conduct a literature study and/or numerical study and/or

implementation

4 Structure and organize research methods and results

5 Write a seminar paper

6 Present research finding and defend them in a discussion

Teaching and Learning Methods:

In an introductory session, the current theme of the module is explained by the lecturer and the
various available seminar topics are elaborated in detail. Also information on relevant literature

for the problem settings is introduced, which forms the basis of the students” seminar paper. After
the introductory session, students will work out the topic on their own, by using thier abbilities of
conducting literature research, mathematical modelling, programming and analyses. Throughout
the whole time, they receive guidance from a supervisor of the chair. Different milestones are to be
achieved at specific dates, such as a preliminary outline of the seminar paper, first research results
and the final paper. Following the submission of the final paper, presentations and discussions of
all students’seminar papers are conducted, usually spanning one or several days, where amongst
others also presentation, moderation and discussion skills are trained.

Media:
Presentation, Various form of literature (Journal Articles, Books,
Report, Conference Proceedings, etc.)

Reading List:

‘Dependet on seminar focus, e.g.: E. vanWingerden, R.J.|.Basten,
R.Dekker, W.D.Rustenburg (2014)

More grip on inventory control through improved forecasting:

A comparative study at three companies. IJPE 157, 2020-237 Joeri Poppe, Rob J.1I.
Basten, Robert N. Boute, Marc R. Lambrecht. (2017) Numerical study of inventory management
under various maintenance policies. Reliability Engineering and System Safety 168, 262-273.
Bram Westerweel, Rob J.I. Basten, Geert-Jan van Houtum (2018). Traditional or Additive
Manufacturing? Assessing component design

options through lifecycle cost analysis. EJOR 270, 570-585

Responsible for Module:
Kiesmiller, Gudrun; Prof. Dr. rer. nat. Dr. rer. pol. h. c.

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN4016: Ethics of Al | Ethics of Al

Electives Ethics in Information Engineering | Wahimodule Ethics in
Information Engineering

Module Description

CITHN4016: Ethics of Al | Ethics of Al

Version of module description: Giltig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
In the exam (120 min.), students demonstrate their knowledge in concrete problems similar to
those presented in the tutorials.

Repeat Examination:
End of Semester

(Recommended) Prerequisites:
Fundamental practical course: programming

Content:

Introduction to Artificial Intelligence:

The students will acquire basic definitions of Al and learn basics about its history.
* Definition of Al

* Al history: from early automatons to modern Al systems;

» Differences between strong Al and weak Al,

* Emerging trends and research directions.

Ethical and philosophical considerations on Al

The students will be able to reason about the ethical implications and main objections to Al
technology.

* First concerns about Al (1990s - can machines think?);

* Objections against Strong Al

* the problem of consciousness;

* "Brain in a vat" and "Brain prosthesis".
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Legal and regulatory aspects of Al:

The students will know the main laws and regulations that allow automatic systems to be managed
and will be able to reason about any regulatory gap.

* GDPR and personal data protection;

+ Al laws in Europe (Al Act) and in the United States;

* The role of certification and safety standards.

Impact of Al on society and work:

Analysis of the impact of Al on society Awareness of the measures to be implemented to avoid
certain scenarios.

* Bias in Al systems and its consequences;

* How Al is transforming sectors like healthcare, transportation and others;

* Future projections and the economic impact of Al.

Problems and challenges posed by Al:

The students will understand the economic implications and will delve into ethical and social
challenges associated with the rapid development of Al.

* Income concentration and the "winner-takes-all" society;

» Ethical and social challenges of Al advancement;

» Technological singularity and ultra-intelligent machines;

* Security issues and the principle of "First, do no harm";

* The notion of “responsibility gap”.

Introduction to Al in Security:

The students will understand how Al is applied to security and will be able to reason about
trustworthiness.

* Overview of the role of Al in enhancing security measures;

* Discussion of common security applications;

» Examination of the ethical concerns raised by Al in security;

* Analysis of how artificial intelligence systems in security can influence public trust and individual
freedoms.

 Explainability and interpretability of security systems.

A practical example: biometrics and privacy challenges:

The students will know the main Al-based biometric systems and the ethical and privacy
implications and will explore how these problems can be overcome or mitigated.

* Biometric recognition;

* Invasiveness: how different biometrics are accepted by users;

* Challenges in protecting sensitive and personal data collected by biometric systems;

* Issues related to obtaining authentic consent from individuals whose biometric data is captured.

Biometric traits laboratory:
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The student will be able to understand the organization and the working logic of a biometric
system. The learnt principles will be applied by Phyton programming language.

* Fingerprint recognition laboratory

* Face recognition laboratory

Security challenges associated with the use of artificial intelligence:

Students will know the main physical and logical attacks on a computer security system and will
explore the importance of making these transparent and interpretable.

* The unethical uses of biometric technologies: deepfake, morphing and presentation attacks;

* Low trust: the importance of interpretability and transparency of the results;

* Security and adversarial attacks.

Laboratory on attacks detection and explainability:

Students will be able to implement countermeasures to some logical or physical cyber-attacks. The
learnt principles will be applied by Phyton programming language.

* Laboratory on Presentation Attack detection

* Laboratory on DeepFake detection

* Laboratory on Adversarial Machine Learning in Cybersecurity

Intended Learning Outcomes:

» Knowledge of Al and its functionalities with a focus on applications in cybersecurity.

» Comprehension of the ethical and societal consequences of the widespread diffusion of Al.
» Understanding the functioning of biometric systems and their problems relating to individual
privacy.

* Correct understanding of the concepts of bias, trust, fairness, explanation, equality and
empowerment.

Teaching and Learning Methods:
After the first four lectures, there will be one hour of lectures and one hour of tutorials. The course
curriculum will be continuously tested through these interactive tutorials.

Media:
Powerpoint slides, python notebooks

Reading List:

- Russell, Stuart J., and Peter Norvig. “Artificial Intelligence: A Modern Approach.” Pearson
Education, 2016.

- Meden, Blaz, et al. “Privacy—enhancing face biometrics: A comprehensive survey.” IEEE
Transactions on Information Forensics and Security 16 (2021): 4147-4183.

- Rathgeb, Christian, et al. “Handbook of digital face manipulation and detection: from DeepFakes
to morphing attacks.” Springer Nature, 2022.

- Marcel, Sébastien, Julian Fierrez, and Nicholas Evans, eds.

“‘Handbook of Biometric Anti-Spoofing: Presentation Attack Detection and Vulnerability
Assessment.” Vol. 1. Berlin, Germany: Springer, 2023.
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-Jain, Anil K., Debayan Deb, and Joshua J. Engelsma. "Biometrics: Trust, but verify." IEEE
Transactions on Biometrics, Behavior, and Identity Science 4.3 (2021): 303-323.

Responsible for Module:
Centrone, Stefania; Prof. Dr.

Courses (Type of course, Weekly hours per semester), Instructor:

The Ethics of Artificial Intelligence Applied to Security (CITHN4016) (Seminar, 2 SWS)
Orru G

For further information in this module, please click campus.tum.de or here.

Module Catalog of the study program M.Sc. Information Engineering 99 of 529
Generated on 18.08.2025


campus.tum.de
https://campus.tum.de/tumonline/WBMODHB.wbShowMHBReadOnly?pKnotenNr=4113266&pOrgNr=53643

INHNOO30: Ethics for Nerds | Ethik fiir Nerds

Module Description

INHNO0030: Ethics for Nerds | Ethik fur Nerds

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination is a research paper (10-15 pages, 50% of the overall grade), supplemented

by a presentation (approx. 30 minutes; 50% of the overall grade). In the presentation students
should present their results of a relevant case study on a current socially relevant topic in computer
science. This includes both the technical background as well as the socio-scientific approach from
an ethical perspective. In the plenary session, the topic is discussed in detail, whereby participation
in the discussion also counts towards the examination grade. The topics are further explored in

the seminar paper. It is demonstrated that students are able to apply the necessary knowledge
regarding the social relevance of the topic as well as different ethical evaluation criteria in general
terms.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
no

Content:

Topics comprise: * Information and communication technologies whose invention and also the
timing of their invention have had a lasting impact on our society. From this point of view, today's
technologies such as the World Wide Web or social media will be considered from an ethical
point of view and a look into the future will be taken. * How dependent are we on emerging
technologies? Safety critical systems are by no means always safe, which can be well observed
in numerous incidents. What happens, for example, when self-driving cars are controlled by third
parties due to a security vulnerability? Is such dependence even justifiable from an ethical point
of view? * What influence do the new media have on the individual? What drives young people
to give everything to look good in a virtual world? * How should the influence of social media on
politics and society be looked at? After the initial euphoria, critical voices are increasingly being

Module Catalog of the study program M.Sc. Information Engineering 100 of 529
Generated on 18.08.2025



INHNOO30: Ethics for Nerds | Ethik fiir Nerds

raised. * Within this context, it is worth taking a closer look at the topic of "fake news" within the
context of image and language manipulation. * How justifiable is it at all to work on information
technology for modern weapons systems? * The gambler of tomorrow: What is happening "thanks
to computer science" on the international financial markets?

Intended Learning Outcomes:

After successfully completing the module, students will be able to critically and reflectively discuss
and assess the social effects, expectations and consequences in the context of a concrete case
study in computer science and include them in their decision making in terms of responsible ethics.

Teaching and Learning Methods:

The module is divided into two parts: First, basic knowledge about the subject area is elaborated
and discussed in the seminar through presentations using slides. In the next step this knowledge is
further deepened and compiled in the seminar thesis. Each participant works out his or her slides
and thesis individually.

Media:
Slide show, thesis, possibly blackboard

Reading List:

Sara Baase: A Gift of Fire: Social, legal, and ethical issues for computing

Deborah Johnson: Computer Ethics (3rd Edition, 2001)

Deborah Johnson: Engineering Ethics: Contemporary and Enduring Debates (2020)
Herman Tavani: Ethics and Technology: Controversies, Questions, and Strategies for Ethical
Computing (5th edition, 2016)

Responsible for Module:
Trinitis, Carsten; Prof. Dr.-Ing.

Courses (Type of course, Weekly hours per semester), Instructor:
Ethik fir Nerds (INHN0030) Campus Heilbronn (Seminar, 2 SWS)

Trinitis C

For further information in this module, please click campus.tum.de or here.
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MGTHNO158: Digital Responsibility for Information Engineering | Digital Responsibility for Information Engineering

Module Description

MGTHNO0158: Digital Responsibility for Information Engineering | Digital
Responsibility for Information Engineering

Version of module description: Gultig ab winterterm 2024/25

Module Level: Language: Duration: Frequency:
Bachelor English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

Grading based on a written examination (Multiple Choice) of 60 minutes (100%). In the
examination, participants have to prove that they have acquired the competences stated below
(i.e., intended learning outcomes) which capture and refer to different facets of digital responsibility
that are particularly important for information engineers. More specifically, the examination consists
of the following three (equally weighted) elements, where participants have to:

» Demonstrate theoretical competences related to general ethical considerations of individual and
group-level decision-making, such as those related to deontology and utilitarianism, and their
conceptually and empirically documented consequences for private and societal welfare. These
competences are examined through short theory-specific assignments.

* Prove practical competences related to ethical issues in the field of information engineering.
These competences are examined through short cases that provoke a dialectical discussion.

» Demonstrate applied competences related to decision-making in the digital age with a particular
focus on balancing different claims and interests given a specific regulatory setting. More
specifically, participants have to successfully make decisions in accordance with the General Data
Protection Regulation of the European Union.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None.

Content:

This course is part of the mandatory module Ethics in Information Engineering of the Master in
Information Engineering (compulsory elective). This course introduces the essential theories,
basic concepts, and common techniques of how private persons - in particular, people who work
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on generating, collecting, processing, and using data - and societal decision makers decisions
deduce, make, and execute decisions. In addition, this course incorporates classical ethical
theories, practical aspects of responsible decision-making, and applications of ethics-based
decisions in the field of information engineering. More specifically, the course captures the
following topics:

+ Classical ethical theories, paradigms, and approaches, including deontology and utilitarianism
* Holistic and sustainability-oriented decision-making

* Privacy, safety, and fairness of data gathering, collecting, and processing, and

* Regulations of data protection and requirements of ethical responsibility governance in
companies and project teams, including the General Data Protection Regulation of the European
Union.

Intended Learning Outcomes:

After successfully completing the module, participants have gained the competence to:

* (Self-)critically reflect on classical ethical theories, paradigms, and approaches,

* Independently make holistic and sustainability-oriented decisions,

» Effectively consider privacy, safety, and fairness as major aspects of data gathering, collecting,
and processing, and to

» Systematically evaluate and apply regulations of data protection.

Teaching and Learning Methods:

The module consists of a lecture and an exercise. The number of participants is not restricted.

In the lecture units, the classical theories, methods, regulations, and applied practices of ethics

in the field of information engineering are presented interactively. More specifically, the lecture
consists of facts and questions where the participants have to collectively develop the answers to
the questions. In the exercise, the content is trained with practical examples and short case studies
that have to be solved individually or in small groups.

Media:
Lecture slides, exercises, reporting standards, and datasets available in TUM Moodle.

Reading List:

* Bartneck, Luetge, Wagner, and Welsh. 2020. An introduction to ethics in robotics and Al
» Besemer. 2020. Privacy and data protection based on the GDPR

» Gensler. 2017. Ethics: A contemporary introduction

* Nyholm and Hales. 2023. This is technology ethics: An introduction

Responsible for Module:
Stich, Michael; Prof. Dr. rer. oec.

Courses (Type of course, Weekly hours per semester), Instructor:

Digital Responsibility for Information Engineering - lecture (MGTHNO158, Englisch) (Vorlesung, 1
SWS)

Stich M
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Digital Responsibility for Information Engineering - exercise (MGTHN0158, Englisch) (Ubung, 1
SWS)

Stich M

For further information in this module, please click campus.tum.de or here.
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CITHN50001: Intercultural Jumpstart Seminar | Intercultural Jumpstart Seminar

Electives in General Studies | Wahimodule Uberfachliche Grundlagen

Module Description

CITHNS50001: Intercultural Jumpstart Seminar | Intercultural Jumpstart
Seminar

Version of module description: Gultig ab winterterm 2022/23

Module Level: Language: Duration: Frequency:
Bachelor English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

The examination is a project work in which students interview foreign students based on the
‘critical incidents technique’ and write a written report to summarize the experience, example
situations and individual learning. In this way, the students demonstrate that they are able to
understand the impact of cultural differences and analyze intercultural situations. By describing
their individual learning, they also demonstrate their increased awareness of their own cultural
background.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None

Content:

The seminar sensitizes the students to cultural customs. On the one hand, the seminar imparts
knowledge about different cultures and their customs, on the other hand, it strongly encourages
reflection and thus invites an intensive examination of one's own and foreign cultures. It addresses
cultural differences, the emergence of stereotypes and prejudices, reflects cultural action from

a systemic perspective, imparts knowledge about psychological dynamics within intercultural
conflicts and teaches techniques essential to respectful and non-judgmental interaction in an
intercultural environment.
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Intended Learning Outcomes:

After successful completion of the course, the students have a basic understanding of the impact
of cultural differences on university and professional life and the interaction between personality,
situational, and cultural aspects. They know about stereotypes and prejudice, intercultural
competence and related concepts like ‘cultural humility.’

Students are able to analyze intercultural situations, take on different perspectives, and work on a
non-judgemental attitude. They can transfer scientific concepts to everyday situations, such as the
,cultural pendulum technique to solve intercultural situations.

They have increased awareness of their own cultural background and reactions in intercultural
situations and can reflect upon their own unconscious biases.

Teaching and Learning Methods:
Discussions, Exercises in small groups, Interview with foreign student based on the ‘critical
incidents technique’

Media:
Lecture slides, handouts, exercise sheets

Reading List:
Will be announced during the course

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Intercultural Jumpstart (MGTHNO0161) (Seminar, 2 SWS)

NN

For further information in this module, please click campus.tum.de or here.
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CITHN50002: Buddy Program Campus Heilbronn | Buddy Programm Campus Heilbronn

Module Description

CITHN50002: Buddy Program Campus Heilbronn | Buddy Programm
Campus Heilbronn

Version of module description: Gultig ab winterterm 2022/23

Module Level: Language: Duration: Frequency:
Bachelor English one semester winter semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 30 60

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
Business simulation, report, participation in the quality cycle of the buddy program, active
participation (ECTS: 3, no grade)

Repeat Examination:

(Recommended) Prerequisites:
Participation possible after the end of the 2nd semester

Content:
The Buddy Program trains students in their social skills and enables them to gain initial experience
in leading and managing small groups:

Trainings:
Therefor the content of the program includes training on the Code of Conduct and training on how
to deal with international freshmen.

Be a Buddy:

During the semester, the students are assigned to a group of freshmen. The students take
responsibility for the members of the group. The members of the group are mentored by the
student individually and during group activities.

Individual care:
Buddies keep in touch with their protégés and provide them with individual support as they start
their studies and gain a foothold in Germany, sometimes even before they come to Germany.
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A buddy maintains an exchange at eye level with his buddies in order to make the support
personal and authentic (peer education). The buddy decides how private the exchange is to be.

Independent supervision of the group:
Students independently design, organize and plan activities for their group. Regular contact with a
buddy's buddy group promotes encounters between freshmen from a wide variety of subjects.

Business simulation:
In a business simulation, the students learn to organize themselves in a company-analogous
manner and to independently design, organize and implement events for the entire buddy family.

Intended Learning Outcomes:

The Buddy Program teaches students:

- To provide extracurricular support for first-semester students/buddies studying internationally —
partly even before they arrive in Germany

- To carry out integration work and to sensitize first semester students/buddies to international
students for cultural customs

- To independently design, organize and carry out activities and events for the assigned small
group of international freshmen students/buddy groups

- Taking responsibility for leading your own small group of international freshmen students/buddy
groups

- Taking on representative activities during events (e.g. "Welcome Day")

- To independently establish company-analogous structures in order to realize excursions, events
and activities for the entire buddy family

Teaching and Learning Methods:
Training courses in which individual and group work take place, business simulation, peer

education during the supervision of the buddy group

Media:
Training material (buddy guide, slides)

Reading List:
Will be announced during the course

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

For further information in this module, please click campus.tum.de or here.
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CITHN50004: Design Thinking (English) | Design Thinking (English)

Module Description

CITHNS50004: Design Thinking (English) | Design Thinking (English)

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 75 15

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

At the end of the course a written examination is administered. The learning outcomes are
examined by single-choice-questions with rationales and open-ended questions to test that
students can explain key concepts, compare design thinking tools, and apply these to concrete

problems. The duration of the final written examination is 90 minutes.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None

Content:

Design Thinking — Customer-centered Approach to Solving Complex Problems

1 Introduction

* History and relevance of the topic
* Theoretical foundations

* Application example and outlook

2 Theoretical foundations

* Design Thinking concepts
* Rules and principles

* Areas of performance

3 Design Thinking Process
* Theoretical foundations
* Design Thinking Process
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* Practical example

4 Empathize

* Practical example
» Observations

* Surveys

* Basic Concepts

5 Define

* Methods

* Design Thinking Process
* Practical example

6 ldeate

* General rules

» Methods for generating ideas
* Creativity Techniques

7 Prototype

* Prototyping Process
 Categories

+ Analog tools

* Digital Tools

8 Test
* Methods
* The Five Act Interview

9 Reflection and Outlook
* Recap

* Related Approaches

* Design Sprint

* Outlook

Intended Learning Outcomes:
During the course, students will learn various methods and tools of design thinking. Learning/
qualification objectives to be achieved and competencies to be taught to students include:

+ Students will know and be able to explain key terms, processes, methods, and tools of design
thinking.

* The students are able to apply tools of Design Thinking to concrete problems.

+ Students will be able to compare design thinking tools based on their application knowledge in
order to assess which ones are best suited for concrete problems.
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» Students will be able to transfer design thinking approaches to unfamiliar contexts involving
interdisciplinary teams.

» Students will be able to use design thinking tools to understand problems in a user-centered way
and develop solution ideas, prototype them, evaluate them using user feedback, and summarize
the findings.

Teaching and Learning Methods:

The theoretical basics for achieving the learning outcomes should mainly be conveyed through
different learning units in an online course.

For every chapter there is a

* Introduction video for a first overview on the learning outcomes of the chapter

* Detailed video with slides and voice over

* Transcript of the detailed video

* Interview with a design-thinking-expert of the industry about the contents of the chapter

* A quiz with learning control questions, enabling the students to test their knowledge themselves.
This way, students are not only given the opportunity to impart knowledge but also to take an active
role in order to ensure optimal learning success.

The interaction between students and professors takes place though weekly virtual office hours,
regular announcements and an online forum.

Media:
Online-course

Reading List:
Will be announced during the course.

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

Design Thinking (English) Campus Heilbronn (CITHN50004) (Vorlesung, 2 SWS)
Matthes F

For further information in this module, please click campus.tum.de or here.
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CITHN50005: Basics Sustainability | Basics Sustainability

Module Description

CITHN50005: Basics Sustainability | Basics Sustainability

Version of module description: Gultig ab winterterm 2022/23

Module Level: Language: Duration: Frequency:
Bachelor English one semester winter/summer

semester
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 90 0

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:

At the end of the course, there is a written exam for which students are free to choose two of the
four course chapters. The exam is competency-based and includes both comprehension and
calculation tasks to test that students are able to understand and apply sustainability concepts. The
duration of the exam is 45 minutes.

Repeat Examination:
Next semester

(Recommended) Prerequisites:
None

Content:

The consistent overstepping of planetary boundaries by humans is the cause of many
environmental problems and social tensions regionally, globally and between generations. For
sustainable development in the sense of a fair distribution of resources, an interdisciplinary
approach to solutions and the consideration of the interrelationships of social, ecological and
economic factors and actors are indispensable. The course "Basics Sustainability” teaches the
most important sustainability models and analysis methods for sustainable development. From
environmental and resource economics, basic methods for a fair distribution of environmental
goods as well as environmental policy instruments and tools for sustainable spatial design are
presented. With regard to materiality, the goal is the use of renewable raw materials for the
production of materials and products, the recycling or pollutant-free landfilling of existing products
and materials, and the optimization of natural processes from a material and energy point of
view. Against the background of climate change, students learn about current technologies and
developments and assess measures in the field of renewable energy systems in the context of grid
expansion, energy distribution and storage technologies.
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1. General principles of sustainability

1.1 Introduction to sustainability

1.2 Social transformation

1.3 Corporate responsibility

1.4 Sustainability management

1.5 Life cycle assessment

1.6 Education for sustainable development

2. Economic framework for sustainability

2.1 Fundamentals of resource, environmental and public good economics
2.2 Sustainability policy

2.3 Game theory and behavioural economics in the context of sustainability
2.4 Economics of climate change

2.5 Sustainable regional development

3. Materiality and sustainability

3.1 Resource consumption and finiteness

3.2 Primary/secondary biomass and material cycles
3.3 Materials from renewable resources

3.4 Recycling and biorefinery concepts

4. Energy and sustainability

4.1 Introduction to energy and sustainability
4.2 Climate change and greenhouse effect

4.3 Fundamentals of selected technologies
4.4 Future energy systems

Intended Learning Outcomes:

General principles of sustainability: At the end of the module students know about the
interrelationships of social, ecological and economic factors and actors and are able to apply basic
sustainability models and analysis methods.

Economic framework of sustainability: Students know methods of environmental and resource
economics and are able to assess the use of sustainability policy instruments.

Materiality and sustainability: Students understand the material cycles of the earth and the
production of materials from renewable raw materials and the recycling and disposal of products.

Energy and sustainability: Students understand the basics of climate change. They know
about current technologies and developments andare able to assess measures in the field of
regenerative energy systems in the context of grid expansion, energy distribution and storage
technologies.
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Teaching and Learning Methods:

The theoretical basis for achieving the learning outcomes in this online course is mainly taught
through various learning units. This is done by text form in combination with graphics, diagrams
and videos. In each chapter, learning control questions serve to repeat the material learned;
calculation and transfer tasks deepen understanding. In this way, students are not only given the
opportunity to impart knowledge but also to take an active role to ensure optimal learning success.
Interaction with the lecturers and other course participants takes place in a moderated online
forum.

Media:
Online-course

Reading List:
Current literature references are provided in the online course.

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:
Basics Sustainability Campus Heilbronn (CITHN50005) (Vorlesung, 2 SWS)
Matthes F

For further information in this module, please click campus.tum.de or here.

Module Catalog of the study program M.Sc. Information Engineering 114 of 529
Generated on 18.08.2025


campus.tum.de
https://campus.tum.de/tumonline/WBMODHB.wbShowMHBReadOnly?pKnotenNr=3297546&pOrgNr=53643

CITHN50007: Ethical and Moral Aspects of Corporate Management | Ethical and Moral Aspects of Corporate
Management

Module Description

CITHN50007: Ethical and Moral Aspects of Corporate Management |
Ethical and Moral Aspects of Corporate Management

Version of module description: Gultig ab summerterm 2025

Module Level: Language: Duration: Frequency:
Bachelor/Master English one semester irregularly
Credits:* Total Hours: Self-study Hours: Contact Hours:
3 90 60 30

Number of credits may vary according to degree program. Please see Transcript of Records.

Description of Examination Method:
Final presentation (50%), term paper (50%):

During the seminar, the students should not limit themselves to the analysis of challenges, but
should produce their own solutions through interdisciplinary cooperation and thus assume social
responsibility. In order to reach an extended level of knowledge, the participants first receive expert
input. In the further course of the seminar, the students form small groups that concentrate on
sub-areas of the overriding task. Throughout the seminar, these groups reconvene to present

each other's progress and receive feedback, which is then incorporated into the small group work.
The students summarize their results in a small individual term paper (3 pages) and a final group
presentation (approx. 5 minutes per student). After the seminar, the final results are awarded and
evaluated.

Repeat Examination:

(Recommended) Prerequisites:
None

Content:

The course covers ethical and moral aspects of corporate management.

The spatial dynamization of the post-reunification period, the global interaction, and the digitization
of industrial production represent some of the challenges that the individual has to face in the

21st century. Al and Metaverse are pushing into everyday life simultaneously. A tension emerges
between machine and human being, which raises essential questions. How can these challenges
be mastered? What is the main focus and the perspective? The seminar aims at a management-
oriented ethical-moral foundation and values in entrepreneurship. Morality is shaped by our beliefs
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and values. People make decisions or react based on their conscious but also unconscious value
system. What is allowed and what is forbidden? In the family, in the company, in society? And
does that fit with our own expectations and alignments? Personality formation as a reflected

social construct refers to our moral canon. The value orientation and standard systems are

not only decisive for the development of individual leadership skills, but they also cultivate a
successful corporate culture. During the seminar, students learn to question and reflect on critical
processes. After a theoretical input, the participants will be confronted with practical examples in a
workshop and have the opportunity to present their final results in the plenum and to have personal
discussions with managers. How to form a value-based and leadership-oriented enterprise
architecture in today's pluralized world and how ethics and morality model our identity are the core
topics that the seminar will address.

Intended Learning Outcomes:

On the technical side, the participants should deepen their knowledge and skills in width

and in a special field. In addition, their methodological and analytical skills, in particular their
ability to process complex problems, should be recessed. The seminar introduces students to
interdisciplinary perspectives and working methods and prepares them for areas of application
across the entire spectrum of responsible corporate management.

This includes, in particular, the ability to model a value-based leadership role and the ability to
quickly familiarize yourself with new areas of application. The participants gain an overall view of a
complex topic, which enables them to recognize interdisciplinary and intercultural connections.

In addition to technical qualifications, the seminar also deepens key qualifications. Great
importance is attached to the ability to make presentations, to self-reliance, the ability to work in a
team, knowledge and experience in project management and, within the scope of the possibilities
to personal management qualifications.

The ability to critically reflect on one's own work and the willingness to take responsibility for the
results of this work are promoted. Students are made aware of the need to consider technical,
economic, and ethical and moral conditions when using digital systems.

Teaching and Learning Methods:
Lectures, Discussions, Exercises and workshops in groups

At the beginning of the seminar, prior knowledge is activated and the level of perception is
determined. The lecturers introduce the students to the topic and arouse interest and concrete
expectations. Using a flashlight method, teaching content, teaching environment and general mood
are reflected. After detailed theoretical input, case studies are presented that are based on events
or sequences of events in concrete and exemplary situations from the professional field. Based

on the case material, the students should independently develop a solution to the given problem.
They should analyze facts, identify problems, and obtain and evaluate information. Thematic and
analytical group discussions lay the foundation for making decisions. The students present the
results of practical examples, case studies and group work in the plenary session.
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After the final results are presented, knowledge is developed through discussions and the diversity
of opinions on a topic is made transparent. This promotes students' intellectual participation and
deepens their understanding of the topic. Through independent implementation and the associated
action-oriented learning, students acquire professional skills and practice transferring their
knowledge to new fields of application independently and on their own responsibility. During the
seminar, constant attention is paid to selfreflection, which is intended to guide students to reflect
on their behavior honestly, responsibly and critically. At the end of the seminar, the final results are
evaluated, the previous knowledge is compared with the knowledge gain and additional self-reliant
learning is pointed out. A written paper, which consists of an independent theoretical work on a
clear task from the subject area, serves to deepen the topic and consolidate the knowledge already
acquired.

Media:
Lecture slides and worksheets

Reading List:

Hausman, Daniel, (2016): “Economic Analysis, Moral Philosophy, and Public Policy”, Cambridge
University, Press (Verlag).

Luhmann, Niklas, (2017): “Trust and Power”, Wiley.

Maturana, Humberto, (1992). “The tree of knowledge. Biological basis of human understanding”,
Boston: New York: Shambhala.

Moriarty, Jeffrey, (2021): “Business Ethics: A contemporary Introduction (Routledge Contemporary
Introductions to Philosophy)”, New York, NY: Routledge

Wieland, Josef, (2016): “Governance Ethics: Global value creation, economic organization and
normativity”, Springer VS, Heidelberg.

Responsible for Module:
Matthes, Florian; Prof. Dr. rer. nat.

Courses (Type of course, Weekly hours per semester), Instructor:

Ethical and moral aspects of intercultural corporate management (WIHN1198) (Seminar, 2 SWS)
NN

For further information in this module, please click campus.tum.de or here.
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[SZ1601] Dutch A1 | Niederlandisch A1

[SZ1602] Dutch A2 | Niederlandisch A2

[SZ1606] Dutch B1 | Niederlandisch B1

E

[WIHNO0018] Economics and Management of Platforms | Economics and
Management of Platforms

Electives Ethics in Information Engineering | Wahimodule Ethics in Information
Engineering

Electives in General Studies | Wahimodule Uberfachliche Grundlagen

Electives in Information Engineering | Wahlmodule Information Engineering
Electives in Management & Economics | Wahlmodule
Wirtschaftswissenschaften

Elective Language Courses | Sprachkurse
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[CITHN4014] Empirical Methods for Software Engineering | Empirical
Methods for Software Engineering

[CITHN50007] Ethical and Moral Aspects of Corporate Management | Ethical
and Moral Aspects of Corporate Management

[INHNO0030] Ethics for Nerds | Ethik flir Nerds

[CITHN4016] Ethics of Al | Ethics of Al

F

[CITHN2014] Foundations and Application of Generative Al | Foundations and
Application of Generative Al

[SZ0003-05] French | Franzésisch

[SZ0501] French A1.1 | Franzdsisch A1.1

[S$Z0522] French A1.1 + A1.2 | Franzdsisch A1.1 + A1.2

[SZ0502] French A1.2 | Franzdsisch A1.2

[SZ0503] French A2.1 | Franzdsisch A2.1

[SZ0527] French A2.1 + A2.2 | Franzdsisch A2.1 + A2.2

[SZ0504] French A2.2 | Franzdsisch A2.2

[SZ0505] French B1.1 | Franzdsisch B1.1

[SZ0526] French B1.1 + B1.2 | Franzdsisch B1.1 + B1.2

[SZ05061] French B1.2 | Franzdsisch B1.2

[SZ0512] French B1/B2 - Conversation Course: French Society | Franzdsisch
B1/B2 - Cours de conversation: La société francgaise

[SZ20518] French B2 Technical French | Franzdsisch B2 Technisches
Franzdsisch

[SZ0514] French B2 - Communication Course | Franzdsisch B2 - Cours de
conversation

[SZ0507] French B2 - French for the profession | Franzdsisch B2 - Le francgais
pour la profession

[SZ0517] French B2 - Preparation Course for University Exchange |
Franzosisch B2 - Cours de préparation a un échange universitaire

[SZ0511] French B2/C1 - France currently | Franzdsisch B2/C1 - La France
actuelle

[SZ20523] French C1 - French in Business | Franzdsisch C1 - Le francais des
affaires

[SZ0515] French C1 - Upper Conversation Course | Franzdsisch C1 - Cours de
conversation supérieure

[$Z0525] French-German-Tandem-TUM / INSA B1 | Franzdsisch-Deutsch-
Tandem-TUM / INSA B1
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Fundamentals in Information Engineering | Pflichtmodule Information
Engineering

G

[CITHN4019] Games on Graphs | Games on Graphs [Games on Graphs]
[MGTHNO0182] Game Theory | Game Theory

[SZ0360] German as aForeign Language B1 — Crossover German:
Communication at University and in daily Life | Deutsch als Fremdsprache B1
— Crossover German: Kommunikation an der Uni und im 6ffentlichen Leben
[SZ0337] German as a Foreign Language A1.1 | Deutsch als Fremdsprache
A1.1

[SZ0321] German as a Foreign Language A1.1 plus A1.2 | Deutsch als
Fremdsprache A1.1 plus A1.2

[SZ0348] German as a Foreign Language A1.1: Dive into the grammar and
apply it in practice | Deutsch als Fremdsprache A1.1: Dive into the grammar
and apply it in practice

[SZ0338] German as a Foreign Language A1.2 | Deutsch als Fremdsprache
A1.2

[SZ0335] German as a Foreign Language A1.2 + A2.1 | Deutsch als
Fremdsprache A1.2 + A2.1

[SZ0303] German as a Foreign Language A2.1 | Deutsch als Fremdsprache
A2.1

[SZ0322] German as a Foreign Language A2.1 plus A2.2 | Deutsch als
Fremdsprache A2.1 plus A2.2

[SZ0304] German as a Foreign Language A2.2 | Deutsch als Fremdsprache
A2.2

[SZ0334] German as a Foreign Language A2.2 plus B1.1 | Deutsch als
Fremdsprache A2.2 plus B1.1

[SZ0333] German as a Foreign Language B1 - Communikation in Companies
| Deutsch als Fremdsprache B1 - Kommunikation im Unternehmen

[SZ0354] German as a Foreign Language B1 - Get for B2 | Deutsch als
Fremdsprache B1 Briickenkurs - Werden Sie fit fiir die B2

[SZ0350] German as a Foreign Language B1.1 | Deutsch als Fremdsprache
B1.1

[SZ0323] German as a Foreign Language B1.1 plus B1.2 | Deutsch als
Fremdsprache B1.1 plus B1.2

[SZ0362] German as a Foreign Language B1.1 - Communication in everyday
life and internships | Deutsch als Fremdsprache B1.1 - Kommunikation im Alltag
und Praktikum
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[SZ0357] German as a Foreign Language B1.1 - Start at Companies | Deutsch
als Fremdsprache B1.1 - Einstieg ins Unternehmen

[SZ0357] German as a Foreign Language B1.1 - Start at Companies | Deutsch
als Fremdsprache B1.1 - Einstieg ins Unternehmen

[SZ0351] German as a Foreign Language B1.2 | Deutsch als Fremdsprache
B1.2

[SZ0366] German as a Foreign Language B1.2 plus | Deutsch als
Fremdsprache B1.2 plus

[SZ0355] German as a Foreign Language B2 - Grammar compact | Deutsch
als Fremdsprache B2 - Grammatik Kompakt

[SZ0332] German as a Foreign Language B2+C1 - Intercultural
Communication Skills - "Working as an Engineer in Germany" | Deutsch

als Fremdsprache B2+C1: Interkulturelle Kommunikation - Als Ingenieurin in
Deutschland arbeiten

[SZ0314] German as a Foreign Language B2+C1: Communication at

Work: German for Internship and Job | Deutsch als Fremdsprache B2+C1:
Kommunikation am Arbeitsplatz: Deutsch fir Praktikum und Beruf

[SZ0339] German as a Foreign Language B2.1 | Deutsch als Fremdsprache
B2.1

[SZ0364] German as a Foreign Language B2.1 with Grammar | Deutsch als
Fremdsprache B2.1 mit Grammatik

[SZ0356] German as a Foreign Language B2.1 - Start at Companies | Deutsch
als Fremdsprache B2.1 - Einstieg ins Unternehmen

[SZ0340] German as a Foreign Language B2.2 | Deutsch als Fremdsprache
B2.2

[SZ0365] German as a Foreign Language B2.2 with an integrated project

on different topics of sustainability | Deutsch als Fremdsprache B2.2 mit
integriertem Projekt zu verschiedenen Aspekten der Nachhaltigkeit

[SZ0343] German as a Foreign Language B2.2 - Communication in
Companies | Deutsch als Fremdsprache B2.2 - Kommunikation im Unternehmen
[SZ0359] German as a Foreign Language B2.2 - Start at Companies | Deutsch
als Fremdsprache B2.2 - Einstieg ins Unternehmen

[SZ0344] German as a Foreign Language B2.2: Controversial Topics in
Science and Society | Deutsch als Fremdsprache B2.2 - Kontrovers: Was
Wissenschaft und Gesellschaft bewegt

[SZ0349] German as a Foreign Language C1 - Communication in Companies
| Deutsch als Fremdsprache C1 - Kommunikation im Unternehmen

[SZ0341] German as a Foreign Language C1.1 | Deutsch als Fremdsprache
C1.1

[SZ0363] German as a Foreign Language C1.2 - Quickly grasping and
commenting on complex texts | Deutsch als Fremdsprache C1.2 - Komplexe
Texte schnell erfassen und kommentieren
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[SZ0346] German as a Foreign Language C1.2: Communicating
Professionally in Science and Business | Deutsch als Fremdsprache C1.2 -
Professionell kommunizieren in Wissenschaft und Beruf

[SZ0345] German as a Foreign Language C1: Controversial Topics in
Science and Society | Deutsch als Fremdsprache C1 - Kontrovers: Was
Wissenschaft und Gesellschaft bewegt

[SZ0347] German as a Foreign Language Training C1 - Writing and Grammar
Skills | Deutsch als Fremdsprache C1 - Sicherheit in Wortschatz und Grammatik
[SZ0324] German for Bachelor's Students - Informatics: Understanding
and Writing Scientific Texts | Deutsch im Bachelorstudium - Informatik:
Wissenschaftliche Texte verstehen und schreiben

[SZ0330] German for Engineers B2 | Deutsch fur Ingenieur/innen B2
[SZ0331] German for Engineers C1 | Deutsch flr Ingenieur/innen C1
[SZ0325] German for Master's Students C1: Electrical and Computer
Engineering (El) | Deutsch im Masterstudium C1: Elektrotechnik und
Informationstechnik (EI)

[SZ0367] German for Master’s Students C1: Civil and Environmental
Engineering | Deutsch im Masterstudium C1: Bau- und Umweltingenieurwesen
[SZ0328] German for Studying - Informatics: Writing, Presenting and
Discussing Scientific Texts | Deutsch im Studium - Informatik: Schreiben,
Prasentieren und Diskutieren im Fach

[CITHN4015] GPU Computing | GPU Computing [GPUC]

[CITHN4012] Guided Research | Guided Research

H

[SZ0003-13] Hebrew | Hebraisch

[SZ1304] Hebrew A1.1 | Hebraisch A1.1
[SZ1305] Hebrew A1.2 | Hebraisch A1.2
[SZ1306] Hebrew A2.1 | Hebraisch A2.1

[SZ03041] Intensive Course German as a Foreign Language A2.2 | Blockkurs
Deutsch als Fremdsprache A2.2

[CITHN50001] Intercultural Jumpstart Seminar | Intercultural Jumpstart
Seminar

[CITHN2012] Introduction to C++ | Introduction to C++
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[CITHN4013] Introduction to Natural Language Processing | Introduction to
Natural Language Processing

[WIHNO0019] Inventory Management | Inventory Management

[SZ0602] Italian A1.1 | Italienisch A1.1

[SZ0601] Italian A1.1 + A1.2 - Intensive | Italienisch A1.1 + A1.2 - Intensiv
[SZ0605] Italian A1.2 | Italienisch A1.2

[SZ0623] Italian A1.2 + A2.1 - Intensive | Italienisch A1.2 + A2.1 - Intensiv
[SZ0606] Italian A2.1 | Italienisch A2.1

[SZ0607] Italian A2.1 + A2.2 - Intensive | Italienisch A2.1 + A2.2 - Intensiv
[SZ0608] Italian A2.2 | Italienisch A2.2

[SZ0624] Italian A2.2 + B1.1 - Intensive | Italienisch A2.2 + B1.1 - Intensiv
[SZ06081] Italian A2.2/B1.1 for Medicines | Italienisch fur Medizinstudierende
A2.2/B1.1

[SZ0609] Italian B1.1 | Italienisch B1.1

[SZ0631] Italian B1.1 + B1.2 - intensive | Italienisch B1.1 + B1.2 - intensiv
[SZ06091] Italian B1.2 | Italienisch B1.2

[SZ0630] Italian B1/B2 Conversation | Italienisch B1/B2 - Corso di
conversazione

[SZ0619] Italian B1/B2 - Modern Italian Society | Italienisch B1/B2 - La societa
italiana oggi

[SZ0632] Italian B1/B2 — Grammar Compact | Italienisch B1/B2 — Grammatica
compatta

[SZ0618] Italian B2.1 | Italienisch B2.1

[SZ0633] Italian B2.1 + B2.2 - intensive | Italienisch B2.1 + B2.2 - Intensiv
[SZ0620] Italian B2.2 | Italienisch B2.2

[SZ0616] Italian B2/ C1 - Communication in Italy: language and conversation
| Italienisch B2/ C1 - Comunicare in italiano: lingua e conversazione

[SZ0604] Italian C1 - Italian Communication: Language and Conversation |
Italienisch C1 - Comunicare in italiano: lingua e conversazione

[SZ0635] Italian C1.1 | Italienisch C1.1

[SZ0003-06] Italien | Italienisch

J

[SZ0003-07] Japanese | Japanisch

[SZ0705] Japanese A1.1 | Japanisch A1.1

[SZ07052] Japanese A1.1 + A1.2 | Japanisch A1.1 + A1.2
[SZ0706] Japanese A1.2 | Japanisch A1.2

[SZ0707] Japanese A1.3 | Japanisch A1.3

[SZ0718] Japanese A1.3 + A1.4 | Japanisch A1.3 + A1.4
[SZ0709] Japanese A1.4 | Japanisch A1.4
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[SZ0711] Japanese A2 Communication Course | Japanisch A2 Kommunikation
[SZ0719] Japanese A2.1 + A2.2 | Japanisch A2.1 + A2.2

[SZ0716] Japanese A2.3 + A2.4 | Japanisch A2.3 + A2.4

[SZ0717] Japanese B1 Communication | Japanisch B1 Kommunikation
[SZ0720] Japanese B1.1 | Japanisch B1.1

K

[CITHN2009] Knowledge Graphs | Knowledge Graphs

[SZ0003-18] Korean | Koreanisch

[SZ1808] Korean A1.1 | Koreanisch A1.1

[SZ1809] Korean A1.2 | Koreanisch A1.2

[SZ1804] Korean A2.1 | Koreanisch A2.1

[SZ1805] Korean A2.2 | Koreanisch A2.2

[SZ1810] Korean B1.1 | Koreanisch B1.1

[SZ1812] Korean B1.1 plus B1.2 - Preparation for TOPIK | Koreanisch B1.1
plus B1.2 - Vorbereitung auf die Sprachprifung TOPIK

[SZ1813] Korean B1.1 + B1.2 - Grammar | Koreanisch B1.1 + B1.2 - Grammatik
[SZ1807] Korean B1.2 | Koreanisch B1.2

M

[CITHN3002] Machine Learning | Machine Learning

Master Practical Course | Master-Praktikum

Master Seminar | Master-Seminar

[CITHN7501] Master Seminar Information Engineering | Master Seminar
Information Engineering

Master’s Thesis | Master’s Thesis

[CITHN3001] Master’s Thesis | Master’s Thesis

[CITHN4018] Mathematical Foundation of Cryptography | Mathematical
Foundation of Cryptography [MATHEMATICAL FOUNDATIONS OF
CRYPTOGRAPHY]

N

[CITHN2002] Network Coding | Network Coding [NC]
[SZ0003-17] Norwegian | Norwegisch
[SZ1701] Norwegian A1 | Norwegisch A1
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[SZ1702] Norwegian A2 | Norwegisch A2 394 - 395

[SZ1703] Norwegian B1 | Norwegisch B1 396 - 397
[SZ1704] Norwegian B2 | Norwegisch B2 398 - 399
[CITHN2006] Numerical Linear Algebra for Computational Science and 35-38

Information Engineering | Numerical Linear Algebra for Computational Science
and Information Engineering

P

[CITHN2003] Parallel Computing | Parallel Computing 30 - 32
[SZ0003-08] Portuguese | Portugiesisch 257
[SZ0801] Portuguese A1 | Portugiesisch A1 257 - 259
[SZ0806] Portuguese A2.1 | Portugiesisch A2.1 260 - 262
[SZ0807] Portuguese A2.2 | Portugiesisch A2.2 263 - 265
[SZ0809] Portuguese B1.1 | Portugiesisch B1.1 269 - 271
[SZ0808] Portuguese B1.2 | Portugiesisch B1.2 266 - 268
[SZ0816] Portuguese B2.1 | Portugiesisch B2.1 275 - 277
[SZ0817] Portuguese B2.2 | Portugiesisch B2.2 278 - 280
[SZ0820] Portuguese C1 - Communication Course | Portugiesisch C1 - 287 - 288
comunicacgao oral e escrita

[SZ0818] Portuguese - Portuguese for Spanish Speakers A1 | Portugiesisch - 281 - 283
Portugués para hispanofalantes A1

[SZ0815] Portuguese - Portuguese for Spanish speakers A1 + A2 | 272 - 274
Portugiesisch - Portugués para hispanofalantes A1 + A2

[SZ0819] Portuguese - Portuguese for Spnish Speakers A2 | Portugiesisch - 284 - 286
Portugués para hispanofalantes A2

[CITHN2004] Process Mining | Process Mining 33-34
[CITHN2013] Process Mining Project | Process Mining Project 55 - 56
[SZ0361] Projekt Weeks: German as a Foreign Language B2.2 - 502 - 504

Sustainability using the example of a national park | Projektwochen: Deutsch
als Fremdsprache B2.2 - Nachhaltigkeit am Beispiel eines Nationalparks

R

[CITHN2011] Research Software Engineering | Research Software Engineering 50 - 52
[SZ0003-09] Russian | Russisch 289
[SZ0909] Russian as language of origin from B1 | Russisch als 306 - 308
Herkunftssprache ab B1

[SZ0901] Russian A1.1 | Russisch A1.1 289 - 290
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[SZ0902] Russian A1.2 | Russisch A1.2

[SZ0903] Russian A2.1 | Russisch A2.1

[SZ0904] Russian A2.2 | Russisch A2.2

[SZ0905] Russian B1.1 | Russisch B1.1

[SZ0906] Russian B1.2 | Russisch B1.2

[SZ0911] Russian B1/B2 - Grammar | Russisch B1/B2 - Systematische
Grammatik

[SZ0907] Russian B2.1 | Russisch B2.1

[SZ0910] Russian - Communication Course B1/B2 | Russisch -
Kommunikationskurs B1/B2

[SZ0908] Russian - Introduction to Russian in Science B1 | Russisch -
Einfihrung in die Wissenschaftssprache ab B1

S

[SZ0003-10] Schwedish | Schwedisch

[MGTHNO0095] Social Media Marketing | Social Media Marketing

[SZ0003-12] Spanish | Spanisch

[SZ1201] Spanish A1 | Spanisch A1

[SZ1207] Spanish A1 + A2.1 | Spanisch A1 + A2.1

[SZ1208] Spanish A1 - AVE (online) | Spanisch A1 - AVE (online)

[SZ1231] Spanish A2 plus - Writing and Grammar Skills | Spanisch A2 plus -
Sicherheit in Wortschatz und Grammatik

[SZ1230] Spanish A2 - Grammar Training | Spanisch A2 - Grammatik Training-
Curso practico de gramatica

[SZ1202] Spanish A2.1 | Spanisch A2.1

[SZ12031] Spanish A2.1 + A2.2 | Spanisch A2.1 + A2.2

[SZ1203] Spanish A2.2 | Spanisch A2.2

[SZ1229] Spanish B1 - Grammar Training | Spanisch B1 — Grammatik Training-
Curso practico de gramatica

[SZ1218] Spanish B1.1 | Spanisch B1.1

[SZ1225] Spanish B1.1 + B1.2 | Spanisch B1.1 + B1.2

[SZ1216] Spanish B1.2 | Spanisch B1.2

[SZ1232] Spanish B2 plus - Preparation for C1 | Spanisch B2 plus -
Vorbereitung auf C1

[SZ1228] Spanish B2 - Spanish in Science and Technology | Spanisch B2 -
Espafiol para la Ciencia und Tecnologia

[SZ1219] Spanish B2.1 | Spanisch B2.1

[SZ1217] Spanish B2.2 | Spanisch B2.2

[SZ1209] Spanish C1 - current issues in Spain and Latin America | Spanisch
C1 - La actualidad en Espafia y América Latina

Module Catalog of the study program M.Sc. Information Engineering
Generated on 18.08.2025

291 - 292
293 - 294
295 - 296
297 - 298
299 - 300
311-312

301 - 302
309 - 310

303 - 305

313
76-77
319

319 - 320
329 - 331
332 - 333
358 - 359

356 - 357

321 - 323
327 - 328
324 - 326
354 - 355

344 - 345
348 - 349
339 - 340
360 - 361

352 - 353

346 - 347

341 - 343
334 - 336

528 of 529



[SZ1212] Spanish C1 - Spain and Latin America - Yesterday and Today |
Spanisch C1 - Espafia y América Latina ayer y hoy

[SZ1227] Spanish C1.1 | Spanisch C1.1

[SZ1234] Spsnish C1.1 | Spanisch C1.1 - Mas alla de los limites

[SZ1001] Swedish A1 | Schwedisch A1

[SZ1002] Swedish A2 | Schwedisch A2

[SZ1014] Swedish C1.1 | Schwedisch C1.1

T

[SZ0003-03] TUM Language Center German as a Foreign Language | TUM
Sprachenzentrum Deutsch als Fremdsprache

[SZ0003-14] Turkish | Turkisch

[SZ1404] Turkish A1.1 | Turkisch A1.1

[SZ1405] Turkish A1.2 | Turkisch A1.2

[SZ1402] Turkish A2.1 | Turkisch A2.1

[SZ1403] Turkish A2.2 | Turkisch A2.2

[SZ1408] Turkish - Communication A2 | Tlrkisch - Kommunikation A2
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